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WaveTunnel Introduction

The WaveTunnel 2041-DC is an indoor wireless backhaul system supporting multiple in-building topologies. Operating in
the 60 GHz band, this is a point-to-point (PtP) system with a2Gbps maximum throughput rate and a 150-meter link range.

The system has an advanced RF front end with enough gain to beam through indoor wall materials thus enabling
NLOS backbones, and with +/- 45-degree steering can also avoid obstacles and beam around corners. The unit can be
configured quickly by using a Smartphone App, AirvineMobile™ or a browser version, VineManager™. Powered by a
collection of software, VineSuite, the WaveTunnel is the world’s first mmWave indoor wireless backbone.

The WaveTunnel system can be employed in a variety of applications or markets. The product has been designed from
the ground up to be simple to install, simple to configure and simple to use. All of this means no rf or special skills are
needed enabling installation of a single unit inminutes.

WaveTunnel is ideal for a multitude or applications, a sampling is listed here: “
o Multiple Dwelling Units

. Hospitality / &
o Industrial and Manufacturing
. Large Private Venue

Featured benefits for these and other applications include the ability to deploy without construction and hence there is
little to no disruption to tenants, guests, or employees. In addition, Wave Tunnel provides:

o The ability to be deployed in a ring or daisy chain topology
o Our proprietaryVineOS for resilient ring support

o Deployment of a high-speed Ethernet backbone inhours
. Nodes that automatically connect once configured

o The ability to be installed flush against a ceiling

. Three layers of security for your traffic
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Regulatory Compliance & Safety Information

For important regulatory compliance information for the WaveTunnel System, please refer to the Airvine
Regulatory and Safety Guide which is available for download at www.airvine.com/support.

Important Safety Warnings

All products are intended to be installed, used, and maintained by experienced and trained professional
personnel only.

When installing and using these products, safety precautions should always be carefully followed to
reduce the risk of fire, electrical shock, injury to persons, and damage to the system.

Such safety precautions including the following:

Read the installation instructions before using, installing, or connecting the system to the power
source.

Only trained and qualified personnel should be allowed to install, replace, or service this
equipment.

Devices must be installed and used in strict accordance with the manufacturer's instructions as
described in the user documentation.

Installation of these products in the end use environments must conform to all applicable national
and local regulations and codes including all relevant electrical codes.

Devices are to be used with and powered only by power sources that are either provided by
Airvine or recommended by Airvine. Failure to properly power the unit, which includes using
power sources that don’t comply to the system’s required input voltage or current ranges, or the
use of unapproved power sources, or the failure to not properly connect the power sources to the
system’s power connector, can result in possible injury or permanent damage to the unit.
Ultimate disposal of this product should be handled according to all national laws and regulations.
No user-serviceable parts inside; all repairs and services must be handled by a qualified Airvine
service center.

To avoid the risk of electric shock or damage to the unit, do not open unit or remove any covers
of the unit.

Do not insert any objects of any shape or size inside these devices while powered on. Such
objects may contact hazardous energy parts that could result in a risk of fire, personal injury, or
damage to the unit.

Do not remove or alter the markings or labels affixed to these devices.

Airvine devices are for indoor use only and are not meant to be installed outdoors.

Regularity and Safety Information

For important regulatory and safety information, please refer to the Airvine Regulatory and Safety Guide.
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Key Specifications — Model 2041DC

Networking Interface

RF Connections

Power Consumption

Power Input Voltage &
Current

Power Output (POE)

DC Input Power
Connector Type

External AC/DC Power
Adapter (included with
PN: WT-2041DC-1)

Operating Temperature
Humidity

Usage

4 x 1 RJ45 Shielded Gigabit Ethernet ports
Each port can support Power Over Ethernet (POE) PSE Output

2 x 60 GHz WaveTunnel radios — one on either side of the WaveTunnel unit,
802.11b/g/n WiFi for management.

Without External AC/DC Adapter:
27W (no POE output) 147W (with max 120 Watt POE output)

Including ACC-PS180M External AC/DC Adapter (@115VAC):
28W (no POE output) 152W (with max 120 Watt POE output)

Including ACC-PS180M External AC/DC Adapter (@230VAC):
30W (no POE output) 163W (with max 120 Watt POE output)

Input Voltage Range: 43 to 58 VDC

Max Input Current: 4.7A

Total Maximum POE Power for System: 120 Watts
Maximum POE Power for an Ethernet Port: 60 Watts
POE Output Voltage Range: 43 to 58 VDC

Note: POE output voltage will be equivalent to the WaveTunnel input DC
Voltage.

Kycon KPJX-4S Female 4-PIN connector

Part Number:
Description:

ACC-PS180M External AC/DC Adapter (optional)
180-Watt, 90 VAC to 264 VAC Input, 54VDC Output, Class II

0—-40°C
0-95%

For Indoor Use Only
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Electrical and Mechanical Interfaces: Model
2041DC

The WaveTunnel’s simple design has the following Electrical and Mechanical Interfaces on the front
panel listed from left to right:

e DC Power Connector: Kycon KPJX-45 Circular Connector, 4-pin
e System Reset Button: Pin Hole (press to reset unit, press for 5 seconds to restore

to factory defaults.
e 4x1GbEthernet: RJ45, (POE Output, 120 Watts Total POE Output Power)
e Console Port Micro USB Type B connector, non-powered

e

inl B e — —
\ 1 2 3 4 /
Model 2041DC — DC Power Connector Pinout

The following pinout shows the DC voltages assigned to each pin on the WaveTunnel DC Power
Connector. The External Power Supplies offered by Airvine all follow this pinout and are compatible with
the WaveTunnel unit. For optimal performance, it is recommended to use a power supply that outputs 54
Volts.

Warning: Not following the voltage/pin assignments will result in damage to the WaveTunnel unit
(blowing internal non-replaceable fuses) and will require system repair.

2/ +Vo
4 / +Vo

Pin # / Input Pin # / Input
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Model 2041SM — DC Power Connector Pinout

Note: The WaveTunnel DC Power Kycon connector of Model 2041SM is upside down (rotated 180
degrees) from model 2041DC.

Pin # / Input Pin # / Input
3/-Vo 4/ +Vo
1/-Vo 2 / +Vo

Connecting to and External DC Power Source

When connecting power to a WaveTunnel, connect the DC plug from the power brick into the
WaveTunnel first. The circular connection is keyed for proper orientation. Once the DC plug is
connected to the WaveTunnel, plug the AC power cord from the power brick into an electrical outlet.

For model 2041SM, the flat side For model 2041DC, the flat side
of the power connector is down. of the power connector is up.
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External Power Adapter Specifications

WaveTunnel Units Typically Ship with an External AC/DC Power Adapter. Specifications for this External
Power Adapter are as follows:

ACC-PS180M — AC/DC External Power Adapter

Part Number: ACC-PS180M External AC/DC Adapter (optional)
Tested with WaveTunnel Model 2041-DC and
included with WT-2041-DC-1.

ACC-PS180M — Key Specifications

Vendor/Model GlobeTek, GTM961800PWWWVV.V-T3
Input Voltage & Maximum Input Voltage Range: 90-264VAC
Current Typical Input Voltage Range: 100-240 VAC
Max Input Current: 2.2A
Output Voltage, Output Voltage: 54 VDC
Current, and Power Output Current: 3.333A
Output Power: 180 Watts
Isolation Class 2
Efficiency DoE Level VI and EU CoC Tier 2 Compliant
Input Connector Input Connector: IEC 60320 C14 Male
Accommodates IEC 60320 C13 Female Connector
Power Cord
Output Connector Output Connector: Kycon KPPX-4P, 4-PIN Circular Connector, Male
DC Input Power Kycon KPJX-4S Female 4-PIN connector
Connector Type
Operating Operating Temperature: -10°C to 40 °C (full load)
Temperature
Humidity 0 - 95%, Relative Humidity, non-condensing
Usage For Indoor Use Only
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ACC-PS180M — Enclosure Drawing
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Configuring and Managing WaveTunnel
Devices

Management Interfaces of WaveTunnel device

There are several management interfaces supported by the WaveTunnel device which you can use to
manage the network. It includes:

WEB GUI

Mobile App
Command-Line Interface
Open API

SNMP interface

You can select the interfaces in your environment which are most appropriate to configure and monitor
your network.

Mobile APP

snvp M

cu @

For Open API and SNMP, please refer to the API/SNMP documents for more detailed information.

11
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The architecture of the WaveTunnel network is designed as the “controller-less” system. It means there is
no central controller in the network to manage the WaveTunnel devices. You can connect to any
WaveTunnel device in the network to manage others via the WEB GUI or Mobile App. Please refer to the
diagrams below.

L ]
=
1]
are |
[11]

w0
]
&
-~

// Wave Tunnel Network
/ \
Root Node ~
dge Mode
Edge MNode

| - [—__4 '_

Edge Yode
dge Mode
"

Edge MNode

To manage the WaveTunnel device, you can select any device on the network from the drop-down list in
the WEB GUI or Mobile App.

11:49

=  Metrics

23060390 - root '::‘
o Hida
Click icon to switch the device
|
1 (e -
o E
- Hadz L
fitr st v
a days, 2:17:01 @ 3 O Dok R
b e Eem
335% 4235 4.5%
CPU Memory Disk

Al Upstream Tunnel o
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Prerequisites for using the management interfaces

Web GUI Prerequisites

For being able to connect to the WEB GUI of the WaveTunnel device, you need a computer installed
with one of the following web browsers:

* Google Chrome
* Microsoft Edge
+ Safari

* Firefox

The WEB GUI supports both http and https connections.For https connections,the web server of the
WaveTunnel device uses the self-signed certificate. Thus, you need to ignore the security warnings on
the browser to bypass the validation.

The information of the Airvine self-signed certificate.

Certificate Viewer: web airvine.local

General | Details

Issued To
Commeon Name (CN) web.airvine.local
Organization (0) Airvine Scientific

Organizational Unit (OU)  software

Issued By

Commeon Name (CN) web.airvine.local
Organization (0) Airvine Scientific
Organizational Unit (OU)  software

Validity Period
Issued On Friday, March 19, 2021 at 2:42:21 PM
Expires On Saturday, March 19, 2022 at 2:42:21 PM
Fingerprints
SHA-256 Fingerprint C77363F027FCD909E206 DA 42 23B1
86 FB
C4 AE CB A7 45 67 32 ED 53 FO 40 29 AC BE
4818
SHA-1 Fingerprint F7 70 3E 77 98 FE B2 E9 6F BE 1A 69 4C B2
8378
12 61 AE 49

For Google Chrome, there is no link on the warning page to ignore the certificate and move forward. You
can type “thisisunsafe” to proceed.

13
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The default login credential of the WEB GUI are

Username: admin
Password: admin

Mobile App Prerequisites
Download the “AirvineMobile” App from the App Store.
[Apple iOS]

Search “AirvineMobile” from the App Store in your mobile device.

14
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AirvineMobile

What's New

Fixed the critical bugs and wording
adjustments.

Preview

Metrics

47210104 - re

[Android]

Search AirvineMobile and download the App from Google Play.

15
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FLEXIBLE

AirvineMobile SIGN.

[» Trailer

Developer contact ~

o
F—

- |=rllE Qo=
—— = =:|E Q0

The default login credential of the mobile App are

0 wrvine D

User name: admin
Password: admin

Note: The MobileApp uses the 2.4 GHz WaveTunnel WiFi radio. To connect to

If you wish to use the WaveTunnel mobile app for managing your WaveTunnel devices, please read the
"Terms and Conditions" before connecting.

16
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- Search

< Terms and Conditions

AIRVINE SCIENTIFIC, INC.
VineOS Software License

This agreement sets forth the terms and
conditions under which Airvine Scientific,
Inc. ("Airvine") is willing to grant the entity
identified on the Order (“Licensee") access
to the Software. In consideration of the
covenants and conditions set forth herein,
each of Airvine and the Licensee agree as
follows:

PLEASE READ THIS SOFTWARE LICENSE
CAREFULLY. IF A USER ACCEPTS THIS
LICENSE, OR DOWNLOADS, USES OR
INSTALLS THE SOFTWARE, AS AN
EMPLOYEE OF, OR AS AN AGENT OR
CONTRACTOR FOR THE BENEFIT OF, A
COMPANY, THAT COMPANY SHALL BE
DEEMED THE LICENSEE AND THE USER
REPRESENTS THAT IT HAS THE POWER
AND AUTHORITY TO ACCEPT THIS
AGREEMENT ON BEHALF OF THE
COMPANY. BY DOWNLOADING,
INSTALLING AND/OR USING THE
SOFTWARE, LICENSEE ACKNOWLEDGES
THAT IT HAS READ THIS LICENSE AND
AGREES TO BE BOUND BY ITS TERMS AND
CONDITIONS. IF LICENSEE DOES NOT
AGREE TO THE TERMS AND CONDITIONS
OF THIS LICENSE, AIRVINE IS UNWILLING
TO LICENSE THE SOFTWARE. IN THAT

Agree and Continue

Command-Line Interface Prerequisites

There are two methods you can use to get into the command-line interface of the WaveTunnel device.

You can either use the serial cable or connect through the SSH connection.

The default login credential of the command-line interface is as follows.

User name: admin
Password: admin

Enable Password: blank, just hit enter key

USER MANUAL AND CONFIGURATION GUIDE

17
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[CLI command keys]

Key Action

Enter Show the sub categories or command list
Tab Auto complete

11 View the command history

Go up to the parent category

Exit or Ctrl+D Exit the CLI

[SSH Client]

To connect the WaveTunnel device, you need to have the SSH(Secure Shell protocol) client. It can be
the Linux terminal console or SSH client on other operating systems. For example, Putty, Kitty,
MobaXterm.....etc.

Linux Terminal

mark@linux-desktop: ~

File Edit View Search Terminal Help
mark@linux-desktop:~5% l

SSH Clients

With these ssh clients, you can type “ssh admin@][IP of WaveTunel]” to connect to the device.

18
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For example, ssh admin@192.168.3.1 if you are connecting through the management WLAN.

[ ] allen@allen-unc: ~

allen@allen-unc:~$%

allen@allen-unc:~$ ssh admin@192.168.1.100
admin@192.168.1.100's password:

Last login: Mon Sep 19 ©2:38:16 2022 from 192.168.1.200
AVS>

Help:
deviceinfo — Show the device general information
enable - Enter 'enable' for enable mode; 'enable password' to change the password

ping - Ping destination ip. Ex: ping 8.8.8.8
traceroute - Trace route to destination ip. Ex: traceroute 8.8.8.8
.. — Navigate up one category
exit - Exit Command line interface

[Serial USB cable]

Micro-USB cable is required to connect to the WaveTunnel device if you want to use the console.

To use the serial cable connecting to the WaveTunnel device, you need to know the name of the serial
port.

Below is an example of Linux or MacOS.

[ ] allen@allen-une: ~
allen@allen-unc:~$ 1s -al /dev/ttyUSB*

crw—rw——— 1 root dialout 188, @ Sep 22 21:09 /dev/ttyUSB@
crw—-rw———— 1 root dialout 188, 1 Sep 22 21:09 /dev/ttyUSB1

allen@allen-unc:~$ ]

19
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For Windows OS, please check the COM

& Device Manager - O *

File  fction  Yiew Help
| B B EXE
w & lay-Desktop

E Computer

= Disk drives

&l Display adapters

[ Human Interface Devices

= IDE ATA/ATAPI controllers

== Meyboards

@ Mice and cther pointing devices

8 Manitors

5 Metwork adapters

& Portable Devices
@ Ports (COM & LPT)
i PIUSE to Serial [COMM)
5 = Print queves
1 [ Processars
B Software devices

<

4 Scund, wideo and geme controllers
Sa Storage controllers

B Systern devices

§ Universal Serial Bus controllers

Once you know the name of the serial port, you need to configure the settings in minicom or Putty as
follows.

Serial Device : fdev/ttylUsSBe
Lockfile Location : fvar/lock
Callin Program
Callout Program E
Bps/Par/Bits : 115200 BN1
Hardware Flow Control : No
Software Flow Control :

Change which setting? ||

Screen and keyboard
Save setup as dfl
Save setup as..
Exit

Exit from Minicom

You can see the screen if you can connect to the device.

20
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A Z for help an specisl keys

drew@? Togin: |

ETRL-A 2 for help | 115280 8N1 | NOR | Minicom 2.7.1 | VT182 | 0fflinc | ttySEl
———

The console prompt after successfully login.

allengallen-unc:~$% ssh admin@l192.168.1.108
admingl92.168.1. H
A5

L]
AVS= enable
Password:
AVS#

Help:
show - Show the device status
config = Enter configuration menu

firmware - Enter firmware menu
operation - Enter operation menu
- Navigate up one category
exit - Exit Command line interface

21
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How to connect to the new WaveTunnel device

Management WLAN

The default management SSID is “avb_[MAC_ADDRESS]”. You can check the MAC address
from the label of your WaveTunnel device.

Wi-Fi

avb_a4:f9:e4:10:119:70 & &

AllenHome_5G

avb_pilot_end

© recus
* s . Other Netwarks
‘B Screen Time

B cenees
AllenHome = © Aspearance

@ Accessibiiy
AllenHome-2.4G 5 &8 convel Cantar

& Siri & Spotiight

W Privacy & Security

METGEAR29
i~ Desktop & Dock

Other... W Displays

B walipaper

B screen saver
B Battery
Ask to Join Networks

& Lock Screen
- i i

You can connect to this SSID with your mobile device or laptop. The default passphrase is “airvine!”.
For the laptop, type “http://192.168.3.1” on your browser to access the WEB GUI.

1. Ethernet cable
You can plug in the ethernet cable to any of the ports of the WaveTunnel device.The default IP address
of the WaveTunnel device is “192.168.0.253". Set the IP address of your laptop to the same subnet(e.g.
192.168.0.100) for being able to connect to the WaveTunnel device.

2. Serial console cable

Please refer to the “Command-Line Interface Prerequisites” above.

22
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Initialize the WaveTunnel device

Before You Begin you will need the following:

* MAC address, which is printed on each WaveTunnel device.
*  Mounting location for each node
* Root node Ethernet cabling

« Each of the nodes to be installed must be in the factory default state

» The network topology of your deployment. Please refer to the following example for the pilot
phase.

Mounting Instructions

Select mounting locations for each node in the network. Nodes should be mounted using the appropriate
bracket and hardware, and then powered-up before beginning the configuration process. When multiple
Ethernet cables are used ensure they are bundled together.

Important: These pre-production Nodes need to be mounted facing the same direction so the radios
can communicate properly (see below WaveTunnel example, the Airvine logo is on the same side.

‘Wave tunmnel

Edge MNoe Root Node

For more detailed mounting instructions, please see the “WaveTunnel Installation Guide”.

Take the example below to set up the wave tunnel connection between the first(root) and the
second(edge) nodes.

[WEB GUI]

23
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Connect the WEB GUI through the default management SSID or ethernet cable.

e Set up the Root Node

After logon to the WEB GUI, the initialization wizard is shown on the landing page. Following the

Initialization wizard to set up the wave tunnel connection. The first step is selecting “Create a new
network” and giving the name of this network.

Initiadization wizard

Fiz iz anew mvs sunnel device wheh nas ret been niiahzsd P ease 10z the sleps belay v 55107 the wave buone devics.

Airin Seantific NG & 2057

Input the label of this root node to recognize it later.

24
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¥ . ® a* TR EE N0
= 4700 -drewdl v L15% §I1793% Eorsw 0 & iy
Initialization wizard
This iz e v funmel desice whizh naz not been ritisizsd ez folla e steps belu b et the vavs tunnel dece,
N

[(@rmn | @uie @r @ rasauon

U Ena s peraratd diicn liba o 527 85 vale

MEXT

At Scientif, INC, & 2022

Configure the management IP of this WaveTunnel device. It can be DHCP or Static IP.

Initisfization wizard

This i5 2 e wanve unrel dovice wiich has not anen nealized Flease Folow the siaps oolaw b setun the wane faanel davice.

Qs | @ | @ Qe @ sy

2 DHOF @) Static
Marageant IP

Subrel ask

Cnnuay

Airvine Scientife, INC. & 2022
o

For security considerations, you can also change the default admin password in this step.

25
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Initialization wizard

A which has nok anan nRisized. Fiaass telio e staas Brkes b SEtup B wave Tuene oeuisa,

HEXT

Airvine Scernific, NG, © 2022

Review the settings and then click the “submit’ button to finish the configurations. You can go back to the
previous steps to change the setting before clicking the “submit” button.After setup successfully, you can

see the Dashboard page in your browser.

26
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Initialization wizard

This i3 & new wave tunnel device which has not baen infialzed Plesss foilon the steps balow to satup the wave tannel tevics,

A —
Helwork Label P Paszwurd ‘ Surnimary

Ceahrm the fallawig satings ar somect

Hade Typa: Ract
Hetwork Id: ne1d]
Haode Label: dervlrl
1P type: shep
Admin Password: admir

SUBMIT

Airvine Scientfic, INC, & 2022

e Set up the Edge Node

After logon to the WEB GUI, the initialization wizard is shown on the landing page. Following the
Initialization wizard to set up the wave tunnel connection. The first step is selecting “join the existing

network”. The page automatically scans the nearby WaveTunnel network and shows the list in the
dropdown list.
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USER MANUAL AND CONFIGURATION GUIDE

(] Ll HE @0 eEE - *»0@ :

= 47210018--deul2 = Qs gary Eoew B &3

Initialization wizard

This (5 2 now wava tunnel device which has not bean infliaizeo.Plaase foliow the stops bakoe ta satup the waes tunnal dovice,

@ revo | @ Lebe O-r O rosee O sy

Craata & naw retars o |ain tha ssisting ana

Airvine Selantific, INC, 2 7077

Select the network you want to connect from the drawdown list and then go to the “next” step.

Initialization wizard

Thin s & narw waun ureal davica which has not aaan InAlsized. Paass tollow thea shaas Beke b SEUp B9 was Tureel feuls

Q@i | @md  @r @ @ sy

=

Airvine Scernific, NG, © 2022

Input the label of this leaf node to recognize it later.
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s @arw —asws 0B &3-1-”

v Dashbosd
Initialization wizard

MNITORING
Thi 15 & e wave el divica which has rat baan inflaizan Blaasa tollaw e stans Below o Seup The wave tunnal davice

| [ P | © n

Use the suto-pererated device labe or Setits valae
Hede Labe

2

airvine Scentific, ING. & 052

For security considerations, you can change the default admin password in this step.

Oos% 7% Eosx (@ ‘O"' Wi

Initialization wizard

This is o new wave bunel device which has nol been initalioed Plesse folow Ure steps bekow o sebug e weve bunnel cevice.

® 1% |,

Change the sdminisbialor passaord

Pl Pasrzvpard

Airvire Scientilic, NC. @ 2022

Configure the management IP of this WaveTunnel device, it can be DHCP or Static IP.
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USER MANUAL AND CONFIGURATION GUIDE

] * I Re FReEE 308 :

= T s osown #asx gHosw @ :0"‘" i

Initialization wizard

Thiz Is & new wave tunrel device which has not been Inftialized Please foliow the sleos below to setup the wave tunnel device.

Uptata the raragement [P sattings

® DHCP O Static

MNEXT

Arvine Scientifc, INC, @ 2022

Review the settings and then click the “submit’ button to finish the configurations. You can go back to the
previous steps to change the setting before clicking the “submit” button.After setup successfully, you can
see the Dashboard page in your browser.
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USER MANUAL AND CONFIGURATION GUIDE

Initialization wizard

This is a new wave twnnel davice which has not bean nitizlized. Pleasa follow tha staps balow to satup the weaves tunral davice.

‘0 '{e J\e[o | ®

MNetwork Labed Paszmord Surnmary

Centim the tollawing settings are correct

Mode Type: Edgee
Metwork ld: deme
Mo Labal: dlaviz
1P typa: dheg

Admin Password:

SUBMIT

Alrvine Sclentific, INC. @ 2022

If you need to set up more than two WaveTunnel devices in your network, you can repeat the Leaf node
setup steps to initialize the configurations for the remaining nodes. The max. Number of the WaveTunnel
nodes supported in this release is up to 8.
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USER MANUAL AND CONFIGURATION GUIDE
[Mobile App]

Open “AirvineMobile” App on your mobile device to configure a WaveTunnel node. The “Select Device
Network” page appears for you to select the device network. Click “Device Wi-Fi” to select and connect to
the management Wi-Fi SSID. v v

Select Device Network

@) ARVINE

Commasiod W

Devae IF

Connect the WaveTunnel node to be configured via the default management SSID which is “avb_[Device
MAC]”. Note: A WaveTunnel node's MAC address is included in the default SSID for aiding in the setup
of a network when there are other WaveTunnels broadcasting SSIDs in the area. The MAC address is
printed on a label affixed to each WaveTunnel unit.

The default password for the management Wi-Fi SSID is “airvine!”. The exclamation mark is required.

Once connected to the management Wi-Fi SSID, please press “<” on the bottom right to go to the
“AirvineMobile” App. e

avb_a#4:f9:24:10:19:70 & <

AllenHome_5G

avb_pilot_end

AllenHome
AllenHome-2.4G
NETGEARZ9

Other...

Ask to Join Networks
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USER MANUAL AND CONFIGURATION GUIDE

The “AirvineMobile” App is checking to see if it can reach the device via the selected Wi-Fi SSID. If the
mobile App can reach the device, it will show the Device Initialization wizard page.

® IPhane 14 Pro

10:20

Device Initialization

Network Segment

Create a new network or join the existing

jave Tunnel Network

Create a new network @

Join the netwark (O

Metwark Id
demq|

NEXT BACK

Node Label
Use the 'II.:f\-_lI!'I\ZZI.E‘.f‘\'! device label or
Set its value

IP Settings
o 9

Set the Management IP

o Admin Password

Change the Admin Password

Summary
o Please confirm the following
settings are correct

There are slight differences between the configurations of the root node and all other nodes. Please check
the steps below.

Initializing the root device:
» To configure the root device, select the “Create a new network” option in the network segment step.

* Then input the Network ID for this new deployment. The Network ID can be automatically
generated, or you can input any meaningful string for future identification of your network, for
example.

“net01”.

+ Click “NEXT” for the next setting.
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USER MAN AND CONFIGURATION GUIDE

™ iPhone 14 Pro

Device Initialization

Network Segment
Create a new network or join the existing
one

Wave Tunnel Network

Create a new network @

Join the network O

MNetwork Id

net01

NEXT BACK

Node Label

Use the auto-generated device label or
Set its value

IP Settings

Set the Management IP

Admin Password
Change the Admin Pas

Summary
Please confirm the following
settings are correct
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USER MANUAL AND CONFIGURATION GUIDE

Input the “Device Label” to name this device. It will be used to recognize your device later.

™ iPhone 14 Pro

Device Initialization

Network Segment

Create a new netwark or join the existing
one

Node Label

Use the auto-generated device label or
Set its value

Device Label
room

NEXT BACK

o IP Settings

Set the Management IP

[ Admin Password
Change the Admin Password
Summary

© Piease confirm the following
settings are correct
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USER MANUAL AND CONFIGURATION GUIDE

Click “Next” to set the management IP of your device.

™ iPhone 14 Pro

Device Initialization

Network Segment
Create a new network or join the existing
one

Node Label
Use the auto-generated device label or
Set its value

o IP Settings

Set the Management IP

IP type

dhep O static @

IP address

192.168.1.100

Subet mask

255.255.255.0
Default Gateway

NEXT BACK

Admin Bassword __
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Click “Next” to change the admin password of your device.

iPhone 14 Pro

Device Initialization

Network Segment

Create a new network or join the existing
one

Node Label

Use the auto-generated device label or
Set its value

° IP Settings

Set the Management IP

(/) Admin Password

Change the Admin Password

NEXT BACK

Summary

© Please confirm the following

settings are correct

USER MANUAL AND CONFIGURATION GUIDE
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USER MANUAL AND CONFIGURATION GUIDE

Click “Next” to check the summary of your configurations.

™ iPhone 14 Pro

Device Initialization

° Admin Password

Change the Admin Password

Summary
@ Please confirm the following

settings are correct
MNode Type: Root node
Network Id: netd1
Device Label:  room?
Password: admin
IP Type: Static
IP Address : 192.168.1.100

Subnet Mask : 255.256.265.0

Gateway :

NEXT BACK
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USER MANUAL AND CONFIGURATION GUIDE

Once you confirm the configurations are correct, click “Next” to initialize the settings for this device.

When the initialization is completed, the popup window appears. Click
“Continue” to finish the settings.

Note: the format of the management SSID for the WaveTunnel node has changed to a combination of
avb_[network Id]_[device label].

The Initialization is completed
Please logout and switch to the new

managment SSID
“avb_net01_room1_01"

Continue Cancel

The “Select Device Network” page will be shown to you after completing the initialization step.

10:26

Select Device Network

@ ARVINE

WiFi: N/A
Device IP:
Get device IP from

Device WiFi @® UserInput O
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USER MANUAL AND CONFIGURATION GUIDE

Click on “Select Wi-FI” to switch to the newly configured management SSID “avb_net01_room1”.

Note: The management SSID changes after completing the initialization process from a default SSID to
an SSID that includes the Network ID name and Node Label name.

0517 & =4 68% 8

< Wi-Fi Wi-Fi Direet 2

@

ant network

AllenWaorlk

AllenHome

AllenHome_5G

avb_net01_room1_01 ]

AllenBridge
AllenBridge_5G
AllenHome-2.4G
AllenHome_EXT
NETGEAR29

+ Add network
Il O
Click “Connect” to go to the Login page.
10:39

= Select Device Network

Device IP:

Device WiFi @ User Input O
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USER MANUAL AND CONFIGURATION GUIDE

The root device has now been configured successfully. You can use the default username and password
to login into the mobile App management pages.

™ iPhone 14 Pro

@ ARVINE

Current Device : room1

& User name

@ Password
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@ ARVINE

USER MANUAL AND CONFIGURATION GUIDE

To configure the remaining devices in the network, select the “Join the network” option in the network
segment step.

Nearby WaveTunnel devices will be broadcasting their SSIDs, which will appear in the list. Click on the
SSID of the next node to be configured. This is the node that will talk to the root node that was just
configured. Then click “next” for next settings.

As each node is added to the network, traffic flows are automatically configured between that node and
the root node. These flows can pass through relay nodes, but all traffic must flow to and from the root
node.

™ iPhone 14 Pro

Device Initialization

Network Segment
Create a new network or join the existing
one

Wave Tunnel Network

Create a new network (O

Join the network (@

ih demo

NEXT BACK

Node Label
Use the auto-generated device label or
Set its value

IP Settings
(3] g

Set the Management IP

() Admin Password

Change the Admin Password

Summary
o Please confirm the following
settings are correct
—
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USER MANUAL AND CONFIGURATION GUIDE

Enter the "Device Label" for this device. Your device can be recognized later using this information.

™ iPhone 14 Pro

Device Initialization

Network Segment

Create a new netwark or join the existing
one

Node Label

Use the auto-generated device label or
Set its value

Device Label
room2

NEXT BACK

o IP Settings

Set the Management IP

[ Admin Password
Change the Admin Password
Summary

© Piease confirm the following
settings are correct
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USER MANUAL AND CONFIGURATION GUIDE

Click “Next” to set the management IP of your device.

™ iPhone 14 Pro

Device Initialization

Network Segment
Create a new network or join the existing
one

Node Label
Use the auto-generated device label or
Set its value

IP Settings
o g

Set the Management IP

IP type

dhep O static @

IP address

192.168.1.101

Subet mask

255.255.255.0

Default Gateway

NEXT BACK

Admin Bassword __
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Click “Next” to change the admin password of your device.

iPhone 14 Pro

Device Initialization

Network Segment

Create a new network or join the existing
one

Node Label

Use the auto-generated device label or
Set its value

° IP Settings

Set the Management IP

(/) Admin Password

Change the Admin Password

NEXT BACK

Summary

© Please confirm the following

settings are correct

USER MANUAL AND CONFIGURATION GUIDE
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USER MANUAL AND CONFIGURATION GUIDE

Click “Next” to check the summary of your configurations.

™ iPhone 14 Pro

Device Initialization

° Admin Password

Change the Admin Password

Summary
@ Please confirm the following

settings are correct
MNode Type: Inner node
Network Id: demo
Device Label: room2
Password: admin
IP Type: Static
IP Address : 192.168.1.101

Subnet Mask : 255.256.265.0

Gateway :

NEXT BACK
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USER MANUAL AND CONFIGURATION GUIDE

Once you confirm the configurations are correct, click “Next” to initialize the WaveTunnel settings for this
device. When the initialization is completed, the popup window appears. Click “Continue” to finish the

settings.

The format of the management SSID is now a combination of
avb_[network Id]_[device label].

Initialization
Completed

The initialization process
has been completed. You
can connect to the new
management S5ID
"avb_net01_room1"
when you see it on the
WIFI list.

Continue Cancel
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USER MANUAL AND CONFIGURATION GUIDE

The “Select Device Network” page will be shown for you to switch the New Management SSID.

5:04

Select Device Network

@V ARVINE

WiFi: M/A
Device IP:
Get Device IP Trom

Device WiFi ® UserInput O

Select WIFi Connect

Click “Select Wi-FI” to switch to the newly configured management SSID “avb_net01_room2”.

0523 © = 6% 8
< Wi-Fi Wi-Fi Direct  §
AllenWork
vailable networks

AllenHome
= AllenHome_5G
= AllenBridge
AllenBridge_5G
= AllenHome-2.4G

AllenHome_EXT

avb_net01_room2_03

MNETGEARZ29

+ Add network
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@ ARVINE

USER MANUAL AND CONFIGURATION GUIDE

5:04

Select Device Network

@® AIRVINE

WiFiz A
Device IP:
Gt Davica 1P From

Device WiFi @ User Input ()

Click “Connect” to go to the Login page

Lagin

@ ARVINE

Current Device : roal

£  Username

49



@ ARVINE

This device is configured successfully. You can use the default username and password to login the mobile
App management page. You will see the tunnel connection is established on the dashboard page.

Metrics

i -
422100100001 - root '
o Switch
1:18:21 ‘
11.5% 38.7% ’ 0.4%
CPU Memory Disk
.1l  Upstream Tunnel g 0
0.0 dB Alarms
Jl Downstream Tunnel e 10
- 28750 T ot

.m.
Metrics
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USER MANUAL AND CONFIGURATION GUIDE

Manage WaveTunnel device firmware

Check the current firmware information

There are two image banks in the WaveTunnel device which allow us to load two firmware image
files. But only one image is active and the other is the backup. This gives us the capability to
update the image to the back bank first without impacting the service. Also, we can revert back to
the previous if the new firmware is not running well.

The Firmware information page shows the following information.
Active status, Is Primary or backup image, Firmware version , Size, checksum.

[WEB GUI]
Operation -> Firmware Update

Current Firmware Information

Image Number Active Primary Version Size Checksum
1 Active Primary 0.5.1.1678391060 113.9M 1826729970 384384ca37BBLIT14D5568

ok Inactive Backup 0.5.1.1678307349 1M3.9M f354 20302154132 0cTefdB0412503des
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[Mobile App]
Settings -> Firmware -> Info

Device Firmware

s c

Download Update

422100100001 - root Lo
: Switch
rﬁ Image#1
Status Active
Type Primary
Version 0.5.1.1679868172
Size 113.9M
|—ﬁ Image#2
Status Inactive
Type Backup
Version 0.5.1.1679306826
Size 113.9M

Set as primary

[CLI]
Firmware -> info

AVSH firmware
AVS(firmware)#

Help:
info - Show the current firmware status
download - Download the firmware file from the configured server
write - Write the firmware file into image bank
primary - Set the firmware image as primary
file - Sub menu to manage the firmware file
server - Sub menu to configure the firmware file servers
.. - Navigate up one category
exit - Exit Command line interface

AVS(firmware)# info

Current firmware info:

Image number Active | Primary Size Checksum

1 | Active | Primary @.5.1.16T83910608 113.9M 18267e99Th384384C 88bf514b5568

Backup 8.5.1.1678387345 113.9M f3542c3c2154f320cTefdB04fo503ded

AvS(firmware)# ]
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USER MANUAL AND CONFIGURATION GUIDE

Upload/Download the firmware file to the device

There are two mechanisms you can get the firmware image file to be loaded into your WaveTunnel
device. You can set up the Http, FTP or TFPF server and put the image file on it. Then, you can
download the image file from the server through WEB GUI, Mobile App or CLI to your device. Or
you can directly upload the firmware image file from your local laptop through the WEB GUI to the
device.

For the download mechanism, you need to put the server address, server port , the file path of the
image file, user name(optional),password(optional) before starting the download operation.

[WEB GUI]
Operation -> Firmware Update -> Step 1
Input the server setting and click “download” button

Stepl: Download{Upload the firmware file

Get the

firmware @ HTTE FTP TFTP Local File
from:

Server 192,168.31.252 B

address

Server port | 8080 v

File path {avs_norD.bin v

User name

Usar @
password

Select the firmware image file from your local laptop and then click “upload” button.

Stepl: Download{Upload the firmware file

Gel the
firmware HTTP TR TETP @) Local File
from:

Ta upload the firmware file click[Choose File] to
selact the file and click [Upload] to confirm.

Choose File [ Mo file chosen
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USER MANUAL AND CONFIGURATION GUIDE

[Mobile App]
Settings -> Firmware -> Download
Input the server setting and click download button

™ iPhone 14 Pro

Device Firmware

hid
Download
Download the firmware file from

HTTP/FTP/TFTP server to the
device.

Server type

http @ ftp O tftp O

Server address

192.168.31.252

Server port

8080

File path
favs_nor0.bin

User name

User password
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USER MANUAL AND CONFIGURATION GUIDE

[CLI]
Firmware - > Server

Input the server configurations in this category.

°
AVS(firmware-server)#

Help:

11 - List the firmware server setting

set
save
Navigate up

exit

AVS(firmware-server)# 11
Firmware file server settings
| Description

| server type

| HTTP server address

| HTTP server port

| HTTP remote image path
| HTTP server user name
| HTTP server user password |
| FTP server address

| FTP server port

| FTP remote image path

| FTP server user name

| FTP server user password
| TFTP server address

| TFTP server port

| TFTP remote image path

Firmware -> download

one category

Exit Command line interface

| Attribute Name
| serverType

| httpServer

| httpPort

| httpPath

| httpuser

httpPassword

| ftpServer

| ftpPort

| ftpPath

| ftpUser

| ftpPassword
| tftpServer
| tftpPort

| tftpPath

Input the “download” command to download the file

L ]
AVS(firmware-server)# ..
AVS(firmware)# 11
Unknown Command: 11

Help:
info
download
write
primary
file
Server

AVS(firmware)# download [i

Show the current firmware status
Download the firmware file from the configured server
Write the firmware file into image bank
Set the firmware image as primary

Sub menu to manage the firmware file
Sub menu to configure the firmware file servers

Set the attribute of the firmware file servers
Save the changed attributes of the file servers

Current Value
| HTTP

192.168.31.252
| 8ese

/avs_nor@.bin

| 192.168.31.252
21

| /avs_nor@.bin

192.168.31.252
| 69

/avs_nor@.bin




@ ARVINE

Update the firmware

Once the firmware image file is downloaded or uploaded to the WaveTunnel device. You can see
the image file name on the page. Clicking the “Write image” button to update the firmware to the
WaveTunnel device. Clicking the “Delete image” button to discard the uploaded image.

There are two options on the update page.

[Set as primary] => The updated image will set to primary after system reboot

[Reboot after update] => The WaveTunnel will be rebooted automatically after the firmware
update operation. Un-selected it to delay the reboot if you want to do it later. But the image will
only take effect after the system reboot with the primary flag set.

[WEB GUI]
Operation -> Firmware Update -> Step 2

Step 2: Write the firmware image to device

File Name: avsimage-
1s1043ardb.bin (119.6M)

Set as primary

Reboot after update

(%) Write Image () Delete Image
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USER MANUAL AND CONFIGURATION GUIDE

[Mobile App]
Settings -> Firmware -> Update

™ IPhene 14 Pro

Device Firmware

@
Update

Update the device firmware with the
downloaded file.

File name avsimage.
15104 3ardb. bin
File size 119.6M

Update cptions

Set as primary

Reboot after update

57



AIRVINE

USER MANUAL AND CONFIGURATION GUIDE

[CLI] Firmware -> File -> Info

To check if the firmware image file exists or not.

-
AVS(firmware)#

Help:
info - Show the current firmware status
down load Download the firmware file from the configured se
Write the firmware file into image bank
Set the firmw image as primary
Sub menu to manage the firmware file
server — Sub menu to configure the firmware file servers
.. = Navigate up one category
exit - Exit Command line interface

AVS(firmware)# file
AVS(firmware-file)#

Show information of the downloaded firmware file
Verify the the downloaded firmware file
Delete the downloaded firmware file
Navigate up one category
Exit Command line interface
AVS(firmware-file)# info
Available firmware image file:

| Name | Size

avsImage-151843ardb.bin | 119.6M

AVs(firmware-file)# ||

[CLI] Firmware - > Write

Type “write” command to trigger the firmware update operation.

L]
AVS(firmware)#

GELH
info - Show the current firmware status
download — Download the firmware file from the configured server
write — Write the firmware file inte image bank
primary - Set the firmware image as primary
file = Sub menu to manage the firmware file
server — Sub menu to configure the firmware file servers
.« - Navigate up one category
exit - Exit Command line interface

AvS(firmware)# write [
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Configuring WaveTunnel Devices

Once the Wave tunnel connections are established,you should not change the setting in most
scenarios. But if you do need to modify the configuration,here are the pages for you to do it.

Updating WaveTunnel Configurations

General WaveTunnel settings

The General Node settings,you can change the label and the antenna direction. For the antenna
direction, you will need to adjust the position of the nodes after you make the changes. We
suggest you not change it if there is no strong requirement.

The Downstream tunnel settings.

You can enable/disable the downstream connection or change the channel value. If you disable
the connection,it will cause the connection to be lost in the network. We suggest disable only when
there is no downstream node connected. For the channel setting,please ensure the channel setting
is not identical to the neighboring device to avoid the interference.

The Upstream tunnel settings.

You can enable/disable the upstream connection or change the connection name. If you disable
the connection,it will cause the connection to be lost in the network. We suggest disable only when
there is no upstream node connected or you want to switch the upstream connection to another
device.
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[WEB GUI]
Configuration -> Network -> Wave Tunnel

Wave Tunnel settings . Refresh .

Network Id

newairs v .
Node Label

root v

Antenna Direction

© Default Flipped

Downstream Tunnel settings

Connection

© Enabled () Disable
Channel
1 w

Please sel the channe

() Cancel

Upstream Tunnel settings
Connection
© Enabled () Disable

Connection Name

avb_newair8_06 v
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[Mobile App]
Settings -> Wave Tunnel settings

™ iPhone 14 Pro

Mode settings

root

Metwork Id

newair8

MNode Label
root

Antenna Direction

Default ® Flipped O
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Settings -> Downstream Tunnel settings

™ iPhone 14 Pro

4 Downstream tunnel settings

root

Status

Enabled ® Disable O

Channel

1 - XV
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Settings -> Upstream Tunnel settings

™ iPhone 14 Pro

Upstream tunnel settings

root

Status

Enabled ® Disable O

Connection
avb_newair8_06

v

[CLI] config -> wavetunnel

L
AVS(configl#

Help:
device — Sub menu to configure the device settings
ethernet — Sub menu to configure the ethernet settings
wavetunnel — Sub menu to configure the wave tunnel settings
wifi — Sub menu to configure the management WIFI settings
persist ve the running configuration permanently
autoSave - Set if persist the running configuraitons automatically
user = Sub menu to configure the User settings
Navigate up one category
exit - Exit Command line interface

AVS(config)# wavetunnel
AVS(config-wavetunnel)#

Help:
downstream — Configure the downstream wave tunnel settings
node - Configure the wave tunnel node settings
upstream - Configure the upstream wave tunnel settings
Navigate up one category
Exit Command line interface

AVS(config-wavetunnel)# [}
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[CLI] config -> wavetunnel -> node
[ ]
AVS (config-wavetunnel)# node

lave tunnel node settings

: Description Attribute Name

| Current Value

| Node Type type

| Root Node

| Network Id networkId

| newairs

| Node Id | nodeId

[ 1

| Antenna direction | antennaDirection

| Default direction

| Node label label

| root

AVS (config-wavetunnel-node)# set networkId test

Set networkId to test

lave tunnel node settings

ssh admin@10.16.113.10

: Description Attribute Name

| Current Value

| Modified Value

| Node Type type

| Root Node

| Network Id networkId

| newairs

| Node Id | nodeId

[ 1

| Antenna direction | antennaDirection

| Default direction

| Node label label

| root

AVS (config-wavetunnel-node)# save]

[CLI] config -> wavetunnel -> downstream
AVS(conTig-wavetunne ¥ downstream

Downstream wave tunnel settings

Description Attribute Name Current Value

Status enabled Enabled

Channel channel 1

AVS (config-wavetunnel-downstream)# set channel 2

Set channel to 2

Attribute Name

| Current Value

Description

Modified Value

Status enabled Enabled

Channel channel 1

AVS (config-wavetunnel-downstream)# savel]
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config -> wavetunnel -> upstream

L]
AVS{config-wavetunnel}# upstream

Upstream wave tunnel settings

Description Attribute Name Current Value

Status enabled Enabled

| Connection Name | ssid avb_newairB_ab

AVS{config-wavetunnel-upstream)# set ssid avb_demo_B6

Set ssid to avb_demo_88

Upstream wave tunnel settings
Description Attribute Name Current Value
Status enabled Enabled

Connection Name | ssid avb_newairB_@86

AVS{config-wavetunnel-upstream)# savel

Modified Value

avb_demo_86

Scan the WaveTunnel network

If there is a WaveTunnel device removed from the network or you are seeing an abnormal network
topology diagram on the WEB GUI, you can use the “Scan Tunnel” to clean up the cache data of
network devices. It will retrieve the information from each node in the network and reflect the
changes of your network.

System -> System Operations-> Scan Tunnel

Diagnastic

Port Mirraring

Firmare Upds

Reset

Factory reset the device.

=

System Operations

Scan Tunnels

Scan the wave tunnel netwark.

Scan
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Close the Ring Network

WaveTunnel devices are configured in order (from root to leaf).. If you want to form a ring network
to support the redundancy. You can use this function to close the ring network. The configuration is
to set the root node point to the end leaf node. You can either do it from WEB GUI or Mobile App.

[WEB GUI] Configuration -> Network -> Wave Tunnel

1

T -

Close The Ring Network

Connected Node: root

Network Diagram:

fitth  sisth

Click the "Close" button to set the network as
a Ring.

Close
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Insert a WaveTunnel Device to the Network

WaveTunnel devices are configured in order (from root to leaf). The function can be used to finish
the setup if you need to install a new WaveTunnel device in the position of an existing network.

fifth

third ]

Oparations

Close Ring Netwoek ) Insert Node After The Fallowing Selection

Upstream Nede
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Insert A New Node

Connected Node: root

Metwork Diagram:

Select the upstream of the insertion position
and input the MAC address of the new node.

Upstream node
root i

MAC address of the insertion node:

ad:f9:ed0:; | :|
0/2 0f2

Mark the insertion position

There are two steps to finish the insertion. Let’s take the above network as an example for
inserting a device between node third and node fourth.

Step 1: Mark the insertion position

Connect to any device in the existing network. Select node “third” as the upstream node and input
the MAC address of the new node which is planned to be inserted.
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= Z30and0z-Ainh, 2 Ca0% 0% E29% &:’ addrmin
I:J il
Hith e
Teastlh oot
hilﬂ_ rrrrrr 1

Operations
Clase Ring Network @) insert Node After The Following Selection

MAC Address of the Inseration Node

adifed |c|se

Step 2: join the new WaveTunnel device to the network

Use WEB GUI or Mobile to connect to the new WaveTunnel device. In the setup wizard, select the
option “Insert a node into the network”. Following the steps of the setup wizard to finish the
initialization of the new device. Once finished, you can see the new node is inserted into the
position specified in step 1.

Intialization wizard
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Device Initialization

Network Segment
Create a new network or join the existing
one

Wave Tunnel Network

Create a new network ()
Join the network (O

Insert a node after @

Scanning Ihe Wave Tunnel ....

BACK NEXT

Device Label

Use the auto-generated device label or
Set its value

o IP Settings

Set the Management IP

0o Admin Password
Change the Admin Password

Summary

o Please confirm the following
settings are correct

Note: You need to finish step (2) within 30 minutes after step(1). Otherwise, the settings in step (1)
will be rollback. This design is to avoid the service impact of the WaveTunnel disconnection.

Update the Management WiFi Wireless LAN (WLAN)

The Wi-Fi management WLAN is used for local management of the WaveTunnel device. You can
change the settings according to your need. For example, you can disable the WLAN or change
the default passphrase after the wave tunnel initialization for security considerations.

There are several attribute values you can change on this page. It includes enabled/disable, SSID
name,encryption method, passphrase, channel and local subnet.
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[WEB GUI] Configuration -> Network -> Management WLAN

Y @ TW B sers B2 Nwds B US BN R B Ow B Sady B ressr

WLAN settings reirosh |

WLAN
© Enabled Digatly
WLAM

| svb_newair8_root_01 Wi

Encrypticn mathod
0 weaz WPASWPAZ

Passphrase

Local Subnet

| 122.168.3.0 Wi

B3 =

Airvine Scientific, INC. @ 2022

[Mobile App] Settings -> WIFI settings

WIFI settings

root

Status

Enabled ® Disable O

SSID
avb_newair8_root_01

Passphrase

Encryption method

WPA2 ® WPA+WPA2 O
Channel

gl

Local Subnet

192.168.3.0
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[CLI] config -> wifi

AVS (config)#

Help:
device — Sub menu to configure the device settings
ethernet — Sub menu to configure the ethernet settings
wavetunnel - Sub menu to configure the wave tunnel settings

wifi — Sub menu to configure the management WIFI settings

persist - Save the running configuration permanently

autoSave — Set if persist the running configuraitons automatically
user — Sub menu to configure the User settings

.« — Navigate up one category

exit - Exit Command line interface

AVS(config)# wifi

anagement WIFI settings
Description Attribute Name Current Value
Connection enabled Enabled

SSID | name | avb_newair8_root_01 |

Encryption method | encryption | wpa2

Passphrase passphrase airvine!

Channel channel 11

Local subnet | subnet | 192.168.3.0 |

AVS (config-wifi)# [

AVS(config-wifi)# 11

Management WIFI settings

| Description | Attribute Name Current Value

. Connection . enabled Enabled

| ssID | name » ir8_root_01 |
Encryption method . encryption

| Passphrase passphrase - airvine! |
Channel channel 11

| Local subnet | subnet 192,168.3.0

AVS(config-wifi)# set channel 1

lSet channel to 1

anagement WIFI settings
Description Attribute Name Current Value Modified Value

| Connection | enabled Enabled

55ID name avb_newair8_root_@1

| Encryption method | encryption WPA2
Passphrase passphrase airvine!
| Channel | channel 11

Local subnet subnet 192.168.3.8

AVS(config-wifi)# savel]
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Update the Ethernet Configurations

Management IP settings

You can configure the management IP of the WaveTunnel device on this page. It includes the type
of IP assignment, IP address, subnet mask, default gateway and management VLAN.

[WEB GUI] Configuration-> Network ->Ethernet ->IP settings

= AFHO08- et C09% GrE0En =12% O :0.1.— min
P satlings Link Aggregation settings VLAN settings
P assignment
OHCP ) Static
F address
.|
Subnet mask
v
Default gateway
v
Freferred DNS
v
alternate DNS
v
Management VLAN
© Enabled Disabla
VLANID
..... v
e
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[Mobile App] Settings-> Management

™ iPhone 14 Pro

Management IP settings

root

IP type

dhep O static ®

IP address
Subnet mask
Defautl gateway
Preferred DNS

Alternate DNS

Management VLAN

Enabled ® Disable O

VLAN
4090

v
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[CLI] config ->ethernet-> management

device — Sub menu to configure the device settings
ethernet — Sub menu to configure the ethernet settings
wavetunnel - Sub menu to configure the tunnel settings
wifi - Sub menu to configure the gement WIFI settings
persist - Save the runnin n uration permanently
if pe :

ub menu to configure the User settin

Navigate up one category

Exit Command line interface

Ethernet IP settings

Description Attribute Name

IP assignment ipType
Preferred DNS

Alternate DNS

Management vlan enable | mgmtVlanEnabled

AVS(config—ethernet—ip)# [

rrent Value

DHCP

primaryDnsServer

| ss‘-_candar-,rnnssemer |

| Disable

AVS(config-ethernet-ip)# 11

Ethernet IP settings
Description
IP assignment

Preferred DN5S

Attribute Name

ipType

Current Value

DHCP

primaryDnsServer

secondaryDnsServer

| Alternate DNS

Management vlan enable

mgmtVlanEnabled

AVS(config-ethernet-ip)}# set ipType static

Set ipType to static

Ethernet IP settings

Description

IP assignment

static (Static)

IP address

Subnet mask

Default gateway

Preferred DNS
Alternate DNS

Management vlan enable

Attribute Name

ipType

ip

submask

gateway
primaryDnsServer
secondaryDnsServer

mgmtVlanEnable

AVS(config-ethernet-ip)# savel]

Disable

Current Value

DHCP

Disable

Modified Value
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If your backend switch supports link aggregation, you can configure ethernet ports on this page.
Select the LAG type and the ports want to be aggregated. The LAG interface also supports trunk
VLAN and native VLAN. For trunk VLAN,it can be a range of VLAN id. For example, 2,3,4-8.

Link aggregation settings

[WEB GUI] Configuration-> Network ->Ethernet ->Link aggregation settings

Ethernet settings | Refresh |

IP settings Link Aggregation settings VLAN settings

LAG settings

Link Agaregation
© Enabled Disable

Mode

active-backup o static 802.3ad
Members

Port 1 Port2 Port 3 Port 4

Trunk port vians

0 Enabled Disable

Trunk VLANs

Mative Untagged vlan

Enabled @) Disable
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[Mobile App] Settings -> LAG

Link Aggregation settings

root

Link Aggregation
Enabled ® Disable O

Mode

active-backup () static ® 802.3ad O

Ports to be grouped in bonding interface

[0 Port1 [ Port2 [J Port3

] Port 4

Trunk YLAN Status

Enabled O Disable ®

Untagged VLAN Status

Enabled ® Disable O

Untagged VLAN
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[CLI] config -> ethernet - lag

L
AVS (config-ethernet)#

Help:

management

e Ethernet Port

Ethernet Port

e Ethernet Port

Configure = Ethernet(mana

anfi - rnal IP se
gate categary

Exit Command line interface

AVS (config-ethernet)# lag
Ethernet LAG settings
Description Attribute Name Current Value

Link aggregation @ enabled

AVS (config-ethernet-lag)# I

[ ]
AVS({config-ethernet-lag)#

Help:
11 List out the supported attributes
set — Set the configuration attributes
save - Save the configuration
.» — Navigate up one category
exit Exit Command line interface

AVS(config-ethernet-lag)# 11
Ethernet LAG settings

Description Attribute Name Current Value

| Link aggregation | enabled Disable

AVS(config-ethernet-lag)# set enabled true

Set enabled to true

Ethernet LAG settings
| Description Attribute Name Current Value | Modified Value
ink aggregation enabled Disable | true (Enabled)
| Mode mode static
Members (e.g. '1,2,3,4' members
| Trunk vlan status tagVlanEnabled Disable

| Untagged vlan status unTagVlanEnabled | Disable

AVS(config-ethernet-lag)# savel]
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Ethernet Port and VLAN settings

You can configure the ethernet port settings on this page. Enable/Disable the ethernet port or
change the VLAN settings. The ethernet port supports trunk VLAN and native VLAN. For trunk
VLAN, it can be a range of VLAN id. For example, 2,3,4-8. The port 4 can be enabled to be the
dedicated management interface.

[WEB GUI] Configuration-> Network ->Ethernet -> VLAN settings
Ethernet settings |m

IP settings Link Aggregation settings VLAN settings

BB Ethernst Port Cenfigurations

Port Name Port bled 1t Port ient Vian Trunk Vlans Untagged Vian

Port 1 Yes Na NA NiA NfA | Edit |
Port 2 Yes Mo MiA NiA [1E: Edit
Port 3 Yes Mo A [R5 M4 ﬂ'
Port 4fidgmt Port Yes Mo A MR MNiA | Eclit

Click “edit” to configure the specific port

Port 1 configurations

Port
© Enabled () Disable

Trunk port vlans

© Enabled Disable

Trunk VLANS

100 v
Native Untagged vlan
© Enabled () Disable

Untagged VLAN

1 v
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Port 4fMgmt Port configurations
Part
© Enabled Disable

Management port

© Enabled Disable

&) save @) Cancel

Port 4 can be configured as a dedicated management port.

[Mobile App] Settings -> Ports

™ iPhone 14 Pro ™ iPhone 14 Pro

Ethernet Ports Ethernet Ports

Port 4

ﬁort 4f/Mgmt Port

ﬁort 1

Port

Enabled ® Disable O

Port

Enabled ® Disable O

Trunk VLAN Status

Enabled @ Disable O

Management port

Enabled @ Disable O

Trunk VLANs
1,3-5,400

Untagged VLAN Status

Enabled @ Disable O

Untagged VLAN
1 v
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[CLI] config -> ethernet -> portN

L ]
AVS(config-ethernet—portl)#

Help:
11 - List out the supported attributes
set - Set the configuration attributes
save — Save the configuration
.. — Navigate up one category
exit — Exit Command line interface
AVS(config-ethernet—portl)# 11
Port 1 settings
Description Attribute Name Current Value

| Port | enabled Enabled

Trunk vlan status tagVlanEnabled Disable

| Untagged vlan status | unTagVlanEnabled | Disable

AVS(config-ethernet—portl)# set tagVlanEnabled true

Set tagVlanEnabled to true

Port 1 settings

| Description | Attribute Name Current Value | Modified Value
Port enabled Enabled

| Trunk vlan status : tagVlanEnabled . Disable : true (Enabled)

| Trunk vlan | tagVlans | 1ee

Untagged vlan status | unTagVlanEnabled | Disable

AVS (config-ethernet—port1)# savel]
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ssh admin@

portl - Configure the Ethernet Port 1 settings
port2 - Configure the Ethernet Port 2 settings
port3 - Configure the Ethernet Port 3 settings
port4 — Configure the Ethernet(management) Port 4 settings
internal - Configure the Internal IP settings
.. — Navigate up one category
exit - Exit Command line interface
AVS(config-ethernet)# port4
Port 4 settings
[ i Attribute Name | Current Value |
enabled | Enabled
| Management Port mgmtVlanEnabled | Disable
| Trunk vlan status | tagVlanEnabled | Disable

| untagged vlan status | unTagVlanEnabled | Disable [

AVS(config-ethernet—port4)# set mgmtVlanEnabled true

Set mgmtVlanEnabled to true

Port 4 settings

| Description Attribute Name | Current Value | Modified Value

| Port enabled | Enabled
| Management Port mgmtVlanEnabled | Disable | true (Enabled)
| Trunk vlan status tagVlanEnabled | Disable

| untagged vlan status | unTagVlanEnabled | Disable [

AVS(config-ethernet-port4)# savel]

82



@ ARVINE

Changing Ethernet PoE PSE Settings

The WT PoE Power Sourcing Equipment (PSE) supports standard PoE negotiation based on the 801.3bt
standard (POE++) up to 60 Watts per port up to an aggregate total PSE power of 120 Watts per
WaveTunnel. The PSE negotiates with each PoE-powered device (PD) plugged into an active Ethernet
port, and attempts to provide the power requested by the PD device.

On the PoE PSE Settings page, you can disable PoE functionality on any of the 4 Ethernet ports. The PSE
priority can be set to Low (default), Medium or High. PSE priority is useful in the event of a power over-
subscription. Power over-subscription occurs when the total power requested by all the plugged-in PD
devices exceeds the total 120W PSE maximum power available.

e Navigate to CONFIGURATION/Network/Ethernet/PoE PSE Settings. In the PoE PSE Settings page,
select the required parameter values.

Hp

o If the WT has sufficient available wattage, it provides the requested wattage (up to
120W) to the PD.

o In the event of an over-subscription event, Ethernet ports configured with higher
priorities continue getting their requested power while lower priority ports may not receive
the power requested by the PD. Within the same priority level, higher port numbers take
precedence over lower port numbers.

U Note: The WaveTunnel supplies up to a total of 120W PoE for all four Ethernet ports.

Ethernet Settings

[Z]  Event
(@  Statistics
Management IP Settings Link Aggregation Settings Port and VLAN Settings QoS Settings PoE PSE Settings
oMU R Do PoE PSE Port Configuration
Port # Admin Status Priority PoE Power Maximum: 120
General PoE Power Allocated: 0
Port 1 0 Disable Low M PoE Power Available: 120
Network
Port 2 [J Disable Low v
Ethernet
i Low v
WaveTunnel Port 3 O Disable
Management WiFi Port 4 [0  Disable Low v

Radius Server

.
I User <

dmin Status Click the checkbox to disable PoE on this port. If the box is not
checked, the port is Enabled for PoE
Note: If PoE is disabled, the port can still function as a
standard non-PoE Ethernet port. By default, PoE is enabled on
all ports

PoE Priority Select the PSE priority for this port: Low (default), Medium, or
High

-
El Note: The AirvineMobile App cannot be used to configure or Monitor PoE setting for

WaveTunnels running 1.3 or higher firmware versions.
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[Mobile App] Settings -> POE PSE

POE Out Settings

-~
47210011 - end L
- Switch
Port 1 Power
Disable -
Port 2 Power
Disable v
Port 3 Powetr
Disable -
Port 4 Power
Disable -

[CLI] config -> ethernet -> pse

AVS(config-ethernet-pse)#
PSE settings

Value

Port 2 Power port2 | Disable
Port 3 Power port3 Disable

Port 4 Power portd Disable

AVS{config-ethernet-pse)# set portl 15

Set portl to 15 .

PSE settings

cription Attribute Name Current Modified Value

Port 1 Power pertl Le 15 (15 W)

Port 2 Power port2

Port 3 Power port3

Configuring RADIUS Server Settings

Remote authentication of user accounts can be accomplished via an external RADIUS server. A RADIUS
server connection must be configured before a WaveTunnel node can communicate with the RADIUS
authentication server application. The WaveTunnel currently only supports communication to a single
RADIUS server but multiple servers can be configured and locally saved on the WaveTunnel.
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Configuring RADIUS Using the VineManager Web GUI

e Navigate to CONFIGURATION/Network/Radius Server. In the RADIUS Server Settings page, enter the
required parameter values.

MONITORING RADIUS Server Settings

L0 Device

[Z] Event Server Name

Serve Name

Q) Statistics

Server Address
CONFIGURATION ‘ your.radius.server[:port] or IP[:port] v ‘
General Server Password
B Network ‘ Passworc v ‘ 5]
T Server Connection Retry (Max: 5)
2 v
WaveTunnel
Server Connection Timeout (in second. Max: 10)
Management WiFi ‘ 5 v ‘
Radius Server
I User <
EH RADIUS Servers
Parameter Enter Then
Server Name Enter a name for this RADIUS server Click “Save”.
Server Address Enter the address (and/or port number) of the RADIUS server.

Example: 10.30.45.236, 10.30.45.236:1645, radius.airvine.com,
radius.airvine.com:1645

The default port number is 1812 and will be used if no port is

specified.
Server Password Enter the password for this RADIUS server.
Server Connection Enter the number of retries between 1 and 5 that a RADIUS ACCESS-
Retry REQUEST request will be resent by the WaveTunnel when the server

is not responding or is responding too slowly (see Server Connection
Timeout). The RADIUS user authentication will fail when the number
of unsuccess attempts equal to the Server Connection Retry number.

Server Connection Enter the number of seconds between 1 and 10 that the WaveTunnel

Timeout will wait after sending an ACCESS-REQUEST to the RADIUS server to
receive an access response from the RADIUS server before timing
out the request.
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Update the device settings

General settings
To update the description,location,Country code of the WaveTunnel device on this page.

[WEB GUI] Config -> General
= AR ot y C66% HE01% EH12% O go..:n-- )
Device settings | matresh |
B Geaners Syslog Server NTP Sarver fRunning Configuration
Mame
| oot v
Descriotion
| i et | avice ~8
!
= e
Locatian
| Santa Clars v

Country code

Unitad Statas

AirVine Scientific, INC. @ 2022
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[Mobile App] Settings -> General

Device General

root

Mame
root

Description
AirVine wave tunnel device

Locatior
Santa Clara

try

[US]- United States O

Upd.

[CLI] Config -> device -> general

| Current
w1
ine e tunnel de

United States

Mooified
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Syslog settings

To export the log messages to the external syslog server, you can enable the syslog server on this
page. The settings include enabled/disable, server address, port.

[WEB GUI] Configuration-> General -> Syslog Server

47210104 --root

Device settings

Ganeral Syslog Server MNTE Servar Running Configuration

Status
© Enabled Disable

Sarver

192.168.21.252 v
otocol

Q e DP

Port
[ v

Alrvine Scientific, INC. @ 2022

[Mobile App] Settings -> Syslog

Syslog settings

root Jf

Setting
Enabled ® Disable O

Server

192.168.31.252 ¥
Protocal

udp O tcp @

Port

514 v
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[CLI] Config -> device -> syslog

.
AVS [ config-des

Help:
general

Description Attribute Name Current Value

enabled Disable

enabled true

Description ttribute Mame Current Value Modified Value

Syslog enabled Disable true (Enabled)

rver

protoc

AVS [ config-

89



@ ARVINE

USER MANUAL AND CONFIGURATION GUIDE

NTP settings

You can configure the NTP settings of the WaveTunnel to synchronize the date time with the
external server. It requires that your WaveTunnel can reach the NTP server in your local network
or Internet. If there is no NTP server available, the WaveTunnel sync up the date time with the
user's client device when they login.

[WEB GUI]

General

Status

TimeZone

[Mobile App]

Syslog Server NTP Server

o Enabled

time.google.com

AmericalLos _Angeles (GMT-08:0(

Configuration-> General ->NTP ->

1104--root

Device settings

Disable

Primary server

Backup server

Local Time: 2022/9/23 15:41:33

Settings -> NTP

NTP settings

root

Setting

Enabled ® Disable O
Primary Server
time.nist.gov

Backup Server

time.google.com

Timezone

America/Los_Angeles * X

Update

Running Configuration

050% #601% EH12% J :0..:-- \

Refresh
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[CLI] config -> device -> ntp

-
AVS[config-device)#

Help:
syslog - Con
.. - Navigate up eqory
exit - Exit Command line interface

AVS[config-device)# ntp
NT settings

Description Attribute Name Current Value

NTP enabled Enabled

Primary Server . serverl time.nist.gov

server?

America/Los_Angeles

AVS[config-device-ntp)# set serverl timel.nist.gov

Set serverl to timel.nist.gov

NTP Server settings
Description Attribute Name Current Value Modified Value

NTP enabled Enabled

Primary Server | serverl ime. gov timel.nist.gov

Backup Server serverz

TimeZone timezone g s_Angeles

AVS(config-device—ntp)# savel]

Auto persistent settings

There is a mechanism in the WaveTunnel device which you can disable the persistence of
configurations. This means the configurations are temporarily stored in memory as “running
configuration”. It will be lost if you reboot the WaveTunnel device. It's useful if you want to test
some new functions. If the device runs into any issue, you can just reboot the device back to the
previous good configurations.
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[WEB GUI] Configuration-> General ->Running Configuration ->

Device settings Refresh |

- Gonoral  Sysleg Server  NTPSereer  Running Configuration

Automatically Persistenca

5 © Enabled Lraable

m

ArVine Scientilic, INC. @ 2022

[CLI] Config -> autosave

allen-unc: ~

device - Sub menu to configure the device settings
ethernet - Sub menu to configure the ethernet settings
wavetunnel — Sub menu to configure the wave tunnel settings
wifi - Sub menu to configure the management WIFI settings
persist Save the running configuration permanently
autoSave - Set if persist the running configuraitons automatically
user — Sub menu to configure the User settings
snmp — Sub menu to configure the SNMP settings
.. — Navigate up one category
exit - Exit Command line interface

AVS(config)# autoSave
Set auto-save option as 'enabled' or 'disabled'
AVS (config)# autoSave enabled

The auto-save is set to enabled

AVS (config)# J]
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Type “persist” command to save the configurations permanently.

L] allen@allen-unc: ~

AVS(config)#

Help:
device - Sub menu to configure the device settings
ethernet — Sub menu to configure the ethernet settings
wavetunnel - Sub menu to configure the wave tunnel settings
wifi — Sub menu to configure the management WIFI settings
persist Save the running configuration permanently
autoSave - Set if persist the running configuraitons automatically
user — Sub menu to configure the User settings
snmp — Sub menu to configure the SNMP settings
e Navigate up one category
exit - Exit Command line interface

AVS(config)# persist
Persist the running configurations? (y/n): y

The running configurations has been saved permanently
AvS(config)# i
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Monitor the WaveTunnel device

There are several pages in the system you can use to monitor the status of your WaveTunnel
device. You can check these sections below for more information.

Check the system resource usage

You can check the resource usages of System CPU, Memory, Flash Drive and Temperature on
this page

[WEB GUI] Monitoring -> Device -> General

47210011--drew1 O20% £4387% EHO07% 0 :0-_‘;n~-'.-

Hardware status

CPU usage 5.0 %

Memory usage 60.4 %

Disk usage 1.2%

Temperature System :41°C CPU :49 °C
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You can click the Dashboard widget to see the usage of system resources.

[Mobile App] Dashboard

™ iPhone 14 Pro ~ = - ™ iPhone 14 Pro

Device Hardware

- 13 days, 16:38:33 @

CPU usage 1.0%
Memory usage 59.8%

Memory Disk usage 1.2%

Temperature System :41°C

Jl Upstream Tunnel 0 CPU :49 °C

2.0 dB - Alarms

il Downstream Tunnel 0

0.25 dB Admins

i
Metrics
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[CLI] Show -> Device -> Hardware

[ ] ssh admin@10.16.113.10

AVS# show

Incomplete Command: show

Help:

device - Show the device settings

ethernet — Show the ethernet interface settings

wavetunnel - Show the wave tunnel settings
wifi - Show the management WIFI settings

events - Show the last n events;Use 'show events n'
running - Show the running configurations

permanent - Show the permanent configurations

AVS# show device hardware

Device hardware information

| Description | value

| Device Uptime | 13 days, 16:39:59

| CPU usage % | 5.0
| Memory usage % | 61.5
| Disk usage % | 1.2

| Device Temperature | System :41 oC 7
_ | CPU :50 °C _

F\ |
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Viewing Ethernet Settings and Statistics

e After you log into the VineManager Web GUI, you can use the left navigation bar to go to the
Device/Ethernet page. On the Monitoring/Device/Ethernet page, you can view WT Ethernet settings
and real-time statistics.

= 23060450—-aNode01 v 050% $357% H02% O : admin

£ Dashboard

Management Interface Link Aggregation
MONITORING
Management IP Type static Status Disable
Device Management IP Address 192.168.1.199
Subnet Mask 255.255.255.0

General
Default Gateway

Preferred DNS

Aluzres Alternate DNS
Management VLAN ID None
Management WiFi
WaveTunnel
5 QoS Settings
gt B PoE PSE Port Settings
Statistics QoS Precidence none
PoE Power Maximum: 120 Watts
PoE Power Allocated: 0 Watts
CONFIGURATION PoE Power Available: 120 Watts
Allocated Consumed
N Port Admi
General Noame Start'::: Power (in Power (in Priority
Watts) Watts)
Network
Port 1 Enabled 0 0 Low
User
Port 2 Enabled 0 0 Low
Port 3 Enabled 0 0 Low
Port 4 Enabled 0 0 Low
Ethernet
Total 0 0
Management WiFi
WaveTunnel
Event
B Port Settings
Statistics
Port Name Port Enable Dedicated Management Port Tagged VLAN ID Untagged VLAN ID Link Aggregation Port
CONFIGURATION
Port 1 Yes No None Default No
General
Port 2 Yes No None Default No
Network
Port 3 Yes No None Default No
User
Port 4/Mgmt Port Yes No None Default No

SYSTEM

[4  Operations
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Statistics

BB Port Statistics

CONFIGURATION

Port Name Bytes Sent Bytes Received Packets Sent Packets Received Error In Error Out Drop In Drop Out
General
Port 1 111.4M 7.8M 154,927 50,620 0 0 0 0
7 Network

Port 2 0.0B 0.08 0 0 0 0 0 0

S User
Port 3 0.0B 0.0B 0 0 0 0 0 0

SYSTEM Port 4/Mgmt Port 0.0B 0.08B 0 0 0 0 0 0

[ Operations

Management Interface

Management IP Type

Management IP
Address

Subnet Mask

Default Gateway
Preferred DNS
Alternate DNS
Management VLAN ID

Link Aggregation

Status
Members
Mode

Tagged VLAN ID
Untagged VLAN ID

IP address assignment type - Static or DHCP
Management IP address (required)

Management IP subnet mask (optional)

Default gateway (optional)

Primary domain name server (optional)
Secondary domain name server (optional)
Management VLAN ID (default 4090) (optional)

Customer-selected--enabled or disabled
Customer-selected ports members if LAG Status is enabled

Customer-selected mode if LAG Status is enabled

e Static: a method of manually combining or bundling multiple switch ports to make
a single Ethernet link.

e Active-Backup: Only one channel in the link is active. A different channel becomes
active if the active channel fails.

e 802.3ad: Dynamic link aggregation, LACP. Uses aggregation groups that share the
same speed and duplex settings. The Ethernet link is set up dynamically between
two LACP-supporting peers.

Customer-selected tagged VLAN ID if LAG Status is enabled
Customer-selected untagged VLAN ID if LAG Status is enabled

PoE PSE Port Settings (Power over Ethernet and Power Sourcing Equipment)

PoE Power Maximum

PoE Power Allocated
PoE Power Available

Port Name
Priority

Maximum PoE power available from the WT for all four ports in Watts. This value is 120
Watts.

Total PoE power allocated and granted to all PD devices connected to the Wave Tunnel

Remaining unallocated PoE power available to port other PD devices.
PoE Power Available = PoE Power Maximum — PoE Power Allocated

Specified the Ethernet Port Number (1 to 4)

Customer-selected Ethernet port status, enabled or disabled

Allocated PoE power from the port in Watts

Current wattage being supplied to a Powered Device (PD)

PSE priority: Low (default), Medium, or High
If the WT has sufficient available wattage, it provides the requested wattage (up
to 120W) to the PD.
In the event of an over-subscription event, Ethernet ports configured with higher
priorities continue getting their requested power while lower priority ports may not
receive the power requested by the PD. Within the same priority level, higher port
numbers take precedence over lower port numbers.
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QoS Settings

QoS Precidence

Port Settings Table

Port Name
Port Enable

Dedicated
Management Port

Tagged VLAN ID

Untagged VLAN ID

Link Aggregation Port

Port Statistics

Port Name
Bytes Sent
Bytes Received
Error In

Error Out

Drop In

Drop Out

Customer-selected Quality of Service: DSCP (Differentiated Services Code Point), CoS
(Class of Service), or none

Customer-selected port name (future)
Customer-selected value, Yes (default) or No
(Port 4 only) Customer-defined management port, Yes or No

Indicate if a port is configured as at Trunk port and if so, lists all tagged VLAN ID
associated with that TRUNK port.

None: Port is not configured as a VLAN TRUNKING port.

List of VLAN IDs: Indicates that port is configured as a VLAN TRUNK port and lists
all VLAN ID’s associated with that Trunk ports. VLAN
packets whose VLAN ID don't match what is configured on the
TRUNK port will be dropped.

Indicated if at port is configured as an untagged VLAN port. That is, the port will support
VLAN tagging and untagging.

None: Port is not configured as an untagged VLAN port.

VLAN ID: A SINGLE VLAN ID number (example: 5) indicates the port is SINGLE

configured as an untagged VLAN port.

Untagged ingress packets received on the Ethernet port will be tagged
with the specified VLAN ID (EX 5) and forwarded to that WT's
switch.

Egress tagged VLAN packets with the specified VLAN ID (ex: 5)
received on the port’s Ethernet interface from the WaveTunnel switch,
will be specified untagged VLAN ID (example 5) will be untagged
before egressing out of the Ethernet port.

Indicates if the port is part of a LAG group , Yes or No (default)

Customer-defined port name (future)
Number of traffic bytes sent on WT link
Number of traffic bytes received on WT link
Number of errored packets received
Number of errored packets sent

Number of received packets dropped
Number of received packets sent
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Check the accumulated traffics of ethernet ports

On this page, you can check the accumulated traffic statistics of each ethernet port since last boot
up. It includes Bytes sent, Bytes received, Packets sent, Packets received, Error in, Error out, Drop
in and Drop out. These values are reset when the system is rebooted.

[WEB GUI]

Port Hame
Fort 1
Fort 2
Port 3

Port 4/Mgmt Port

Port Name
Fort 1
Fort 2
Port 3

Part 4/bgmt Port

Monitoring -> Ethernet

HE Ethernet Port Statistics

Bytes Sent

939,

0.0B

0.08

EH Ethernet Port Configurations

c &
Port Enabled
Yes
Yes
Yes
Yes

air

Bytes Received

508.3M

0.0B

Q0B

0o

Management Port

Mo

Mo

No

No

Packets Sent

6,576,269

0

[4]

Management Vian

A

MfA

MfA

A

Packets Received

2,196,766

o}

0

. HE e § P E8 * 0@

C135% #615%

Trunk Vlans

NfA

A

A

A

Error In Error Qut

o o
o o
o o
0 0

B Favaristn o | BN Othie Beakmaks

Untagged Vlan

NiA

NjA

N/A

NjA

DropIn Drop Out

o ]
o o
o V]
0 0
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[Mobile App]

[CLI]

management - Show the
internal - Show the
lag - Show the

portl Show the
port2 Show the
port3 Show the
portd - Show the
stats - Show the

AVS#
AVS# show ethernet

Ethernet traffic

¢

Port1

Byte received 508.4M

Byte Sent 939.1M
Packet Received 2,197,024
Packet Sent 2,197,024

Drop In

Drop Out

Error In

Error Out

Show -> ethernet -> stats

management ip settings
internal ip settings

ethernet port link aggregation
port 1 interface

port 2 interface

port 3 interface

Port 4 interface

ethernet port statistics

Incomplete Command: show ethernet

Help:
management - Show
internal - Show
lag - Show
portl Show
port2 - Show
port3 — Show
portd - Show
stats - Show

AVS# show ethernet stats

Ethernet port statistics:
. Port Mame | Bytes
Port 1 I
. Port 2
Port 3

Port 4/Mgmt Port

939.3M

management ip settings
internal ip settings

ethernet port link aggregation
port 1 interface

port 2 interfa

port 3 interface

Port 4 interface

ethernet port statistics

sent Bytes received Packets sent Packets

588.4M

6,577,115

@ ]

] ]

2,197,537

USER MANUAL AND CONFIGURATION GUIDE

Monitoring - > Ethernet Port - >Traffic

Error in Error out Drop in Drop out
a ]
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Check the historical statistic

The WaveTunnel collects the historical statistics every 10 minutes, and the collected data last for
30 days. You can query the TX/RX traffic going through the WaveTunnel connection or ethernet

ports with different criteria.

B Conha Guds & By Coogd i
o 5 W em h® VN 28 oA 0@
0 B c & B0 o @ [ 1 [ E 1 1 Sudy BB o | B Othir Bekm s
rz0n S104% @6 Biz% &3. rin
Downstream tuanal ' ast 74 s
e a2 A=
£ o= -
= .
; - . - _ B N
| e i - ——————
H £ H £ ] i
upstream tunnal w "Lzt 7 gy | | Last 30 doys |
.- o a
§ - =SS o — e
g B & 2 E L]
Ethernet interfac. ﬂ Last? 3 0 day m [ Forta || Fera || pea | L
. n
o / \
i £ A
..... m ™ o na @ s m
Aifyne Scientiic, INC. @ 2022
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Check the events and alarms

The System events and user operations are logged in the event database. These events are
classified by category, severity and type. You can do the full search or sorting to locate the events
you want to check. For some critical events, it will be translated as an alarm to notify the user on
the Dashboard banner or sending out the SNMP trap.

[WEB GUI] Events

Config Guitk =l Wanige Arina - Davics Managimar il +
c 0 ] . ey 9N n
BF aED B c & Q. o @k E E 1 Em 1
= e e masu @elss E12% L &3. it
;E Funrit list Raliesh |
Fiter
Datetime Categary Severity Type Message
System o Adrin
System Warning Adin 1_38ergz has been deleted
System o Adrin admin user login suscessfuly
System [inio] Adrrin axdmin user lugin successiuly
Systam [[1ri= ] Admin adrmin usar I
2022081 LG Systam m Admin
2022-09-13 14:36:38 System o Adrrin admin user login successiuly
2022-09-17 16:51:22 [ irio § Admin
2022-09-17 11:47:36 D Adrrin
20RZ-059-16 0020 Systam [ 7o} Adin admin user legout succassfully
A Systom o Adrin admin usar Isgout sicoasshlly
2022-09-18 1000136 Lo | Adrin adimin user leguul successtully
POPF09-16 0941717 Systam [[1ric ] Admin admin usar Ingin suzcessiuly
2002-09-15 223420 System D Admin admin user Iegin suzcessiuly
2022-09-15 17:20:44 System finio Adrrin admin user logout successhully
2022-09-15 12:14:48 Syster o Adrin admin user login successfuly
2022-09-15 11:54:7 System o Adrin admin user logout successhlly
Systam [ irvc | admin adrmin usar Io
System 3 admin admmin usar I

The alarms shown on the top banner. You can check the list and acknowledge it.

— 47210011--dev01 b

O75% #391% =o09% B :o::r_n“ n

Recent Alarms

Ack All Alarms
Wave Tunnel Network

Critieal [2022-09-20 03:46:03] downstream tunnel disconnected

Critieal [2022-09-20 03:45:31] downstream tunnel disconnected

103



@ ARVINE

USER MAN AND CONFIGURATION GUIDE

[Mobile App] Events

™ iPhone 14 Pro

Events

Search

2022-09-23 18:50:31
@ admin user login

successfully

2022-09-22 23:28:06

Backup file
20220831_22_01_39targ
z has been deleted

2022-09-22 21:66:38
admin user legin
successfully
2022-09-22 21:26:46
admin user login
successfully
2022-09-22 11:27:42

admin user legin
successfully

Metrics Device Alarms
Swipe to Ack alarm or Tap

2022-09-20 03:46:03

r:\- downstream tunnel
disconnected

2022-09-20 03:45:31

downstream tunnel
disconnected

Jdl  Upstream Tunnel 2

Alarms

0.0dB

|l Downstream Tunnel —_ 0

26008 e
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[CLI] Show -> events

device settin

wave tu Sett
management WIFI sett
last n events;lse '
running configurations
perm t configurati

admnin user login suc
kup file 20220831 22
adnin user login

Adnin nin

Adnin adnin

Adnin nin
Adnin adnin
Admin £ adnin
adnin user login

10:40:20
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User Management

User Login

This is the page for the user to login to the management interface. The user authentication is
provided by the Linux user database and the default user is “admin”. You can create more admin

users based on your needs.

[WEB GUI]

Type the http://[management IP address] on your browser

@ ARVINE

Login

Sign In to your account

Login
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[Mobile App]

Select the device you want to connect
via WIFI or management IP. 9:54

= Select Device Network

@ ARVINE

WiFi: /A
Device IP:
et device IP it

Device WiFi (O User Input @
1016.13.10 ik

Input the username and password to
login the Mobile App.

@ ARVINE

Current Device : oot
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[CLI] Use SSH client or Serial cable to connect to the CLI.

wWelcome to minicom 2.7.1

OPTIONS: I18n
Compiled on Aug 13 2017, 15:25:34.
Port /dev/ttyUSBl, 21:17:37

Press CTRL=-A Z for help on special keys

drew®2 login: [}

User Logout

There is a button on WEB GUI and Mobile for the user to logout the system. The user session is
cleared after the logout.
[WEB GUI] - Logout
— 47210019--drew0?2 ~ 010% ©419% EH04% O :aadmin
Account
<J Logout

Change password

& Change password

[Mobile App] - Logout

=  Metrics

13 days, i
20:58:24

Memaory

Logout

sl Upstream Tunnel 0 Please confirm if you want to

A o ’ A
: gout this application?
Bl sde Alarms

Il Downstream Tunnel

I 15d8

e
Metrics
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[CLI] - Logout

For CLI, type “exit” to logout the console.

.
AVS> enable
Password:

config
firmware
operation

exit

AVS# exit

Show the device status
Enter configuration menu
Enter firmware menu

Enter operation menu
Navigate up one category
Exit Command line interface

Do you want to exit CLI? (y/n}?

y

Connection to 1@.16.113.10 closed.
allen@Allens-Mac-mini |

Change the user password

You can change the password on this page

[WEB GUI] - Change Password

Change password

Current
password

New

password

Repeat
password
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[Mobile App] — Change Password

Change password
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[CLI] — Change Password

Sub menu to configure the dey
Sub menu to configure the et
Sub menu to configure the
Sub me to configure the

auto - set

user

Exit Command line 1interface

List admin u
Add admin u
Delete admin u
Update the u
gate up one category
Exit Command line interface

Change the enable password of CLI

For CLI, there are two levels of command set. To enter the second level, you need to input the
“enable” password. The default password is blank but you can change it via the following
commands.

allen@allen-unc: ~

deviceinfo - Show the device general information
enable — Enter 'enable' for enable mode;'enable password' to change the password
ping - Ping destination ip. Ex: ping 8.8.8.8
traceroute - Trace route to destination ip. Ex: traceroute 8.8.8.8
.. — Navigate up one category
exit - Exit Command line interface

AVS> enable password

Input the current enable password:
Input the new enable password: admin
Repeat the new enable password: admin
Enable password is updated
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Adding a local user account

The User Management screen is where local user accounts can be added to the connected

WaveTunnel device.

To add a new local admin user to the connected WaveTunnel device enter the local username and
password. Click “Save” to register and stored this account information into the WaveTunnel
device’s memory. The User Password must be 8 characters in length.

MONITORING

CJ  Device

(]  Event

Statistics

CONFIGURATION

General

Network

Ethernet

WaveTunnel

Management WiFi

Radius Server

User

User Management

Change Password

SYSTEM

[“4 Operations

To add the new user. Enter the user name and

password and click [Save] to add it.

User Name ‘ jsmith

v ‘

User ‘ --------

Password

Repeat ‘ ........ |

Password

Name
admin

Jjsmith

User Login Management

Last Login

2024-05-11 07:13:51

Choose user authentication method

Choose a Radius server for user
authentication

Finance : 10.10.0.80 v
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Selecting Local or RADIUS user authentication method

Choose the user account authentication method that applies to the connected WaveTunnel device
by either selecting Local for local authentication or “Radius server” for authentication by an
external RADIUS server that was previously configiured

If Local is selected, the user login credentials will be authenticated against the user accounts listed
in this screen.

If Radius server is selected, the user login credentials will be authenticated by the RADIUS server
selected from the drop-down screen. To configure a radius server, use

User

User Management User Login Management

Change Password

Choose user authentication method

Choose a Radius server for user

[/ Operations

authentication

Finance : 10.10.0.80 ~

Note: Before RADIUS is selected and “Save” is clicked, be sure that the WaveTunnel already first
has a valid connection to the external RADIUS server. Once “Save” is clicked, all Management
interfaces (HTTP, CLI, Mobile App) will then use RADIUS authentication. If the RADIUS server
connection is not available and the user is logged out of the WaveTunnel, then there will be no way
to log back into the WaveTunnel and a factory reset may be needed. To avoid this potential issue,
it is best to ping the RADIUS server IP address from the WaveTunnel (System > Operations >
Troubleshooting > Ping) before clicking “Save”.
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Delete User

Delete a new admin user from the connected WaveTunnel device.

a8 * HE E B *»0&
- c @ o =] (S (SRS B Crther
= 472100m oo 035% #390% =osw 8 :[3 dmi
ﬁ I Add User I Refresh |
Mame Last Login
admin 2022-08-20 04:04:52
testl MiA [ Delete l
test2 MJA Delete |

Airvine Scientific, INC. ® 2022

System Operations

Reboot the WaveTunnel device

To reboot the WaveTunnel device, you can issue the request from the interfaces below. It takes a
few minutes for the WaveTunnel device to come back.
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[WEB GUI]
Operations-> System Operations-> Reboot

Reboot

Reboot the device.

Confirmation

Are you sure? The service will
be interruptted when the
device is rebooting!

L‘ No Yes J

[Mobile App] Settings -> Reboot

Settings

Upstream Downstream

Ethernet Port settings

© 0 ©0 06

Management Ports Mirroring

Device settings

© 6 6 0

General Syslog WIFI settings

System Operations

®© 0 ©

Firmware Reboot Reset pa
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[CLI] Operation-> reboot

AVS (operation)#

Help:
reboot - Reboot the device
ory reset the device
ute troubleshooting command
Iv files commands
backup ackup the device configurations
restore — ore the device configurations
mirror - Port mirroring settings
MNavigate up one category
exit = Exit Command line interface

AVS (operation)# reboot
Do you want to reboot this device? (y/n): I

Reset the WaveTunnel device

To reset the WaveTunnel device, you can issue the request from the interfaces below. To be
aware that all the configurations and user data will be lost after this reset operation.

[WEB GUI] Operations-> System Operations-> Reset

Reset

Factory reset the device.

Confirmation

Are you sure? All the device
configuration/data will be lost
after system reset

No Yes
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[Mobile App] Settings -> Reset

Settings

Upstream Downstream

Ethernet Port settings

© 06 0 06

Management Ports Mirroring

Device settings

© 6 6 O

General Syslog  WIFI settings

System Operations

®© 0 ©

Firmware Reboot Reset

e
Settings

[CLI] Operation -> reset

[ ]
AVS(operation)#

Help:
reboot - Reboot the device
reset Factory reset the device
diag Execute troubleshooting command
log - Log files commands
backup - Backup the device configurations

restore — Restore the device configurations
mirror = Port mirroring settings

.. — Navigate up one category
exit Exit Command line interface

AVS(operation)# reset
Do you want to reset this device? (y/n): I
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Backup the configurations of the WaveTunnel device

On this page, you can back up the configurations of the WaveTunnel device for future use.For
example, rollback to the earlier settings or restore it to another replacement device. You can also
download the backup file to your local computer to avoid losing the configurations if the device
runs into the abnormal state. The maximum number of configurations that can be backup is up to

10.

[WEB GUI] Operations-> System Operations-> Backup

Backup and Restore

To backup all settings, including system and network configurations etc.click[backup] and select to open or save the backup file.

| Refresh ‘

Number Name Size
1 20220919_04_46_07.tar.gz 1.4K
2 20220919_04_46_09.tar.gz 1.4K

To "Download","Restare" or "Delete" the backup file, please click the button in the selected row.

Datetime

2022-09-19 04:46:07

2022-09-19 04:46:09

| Download | [ Restore | [ Delete |

i Download | Restore ‘ l Delete |

[CLI] Operation -> backup
AVS(operation-backup)#

Help:

list List out the current backup files

execute - Execute the backup command
delete - Delete the backup file
s Navigate up one category
exit - Exit Command line interface

AVS(operation-backup)# execute
tar: removing leading '/' from member names

Backup the device configurations successfully
AVS(operation-backup)# list

Number | Name Size

20220831_22_01_39.tar.gz | 1.0K

20220914_18_04_11.tar.gz

20220922_23_27_52.tar.gz

AVS(operation-backup)# delete 1

Datetime

2022-08-31 22:01:40

2022-09-14 18:04:11

2022-09-22 23:27:52

The backup file 20220831_22_@1_39.tar.gz has been deleted

AVS (operation-backup)# ]
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Restore the configurations from the Backup file

[WEB GUI]
Operations-> System Operations-> Restore

Upload the backup file from your laptop.

To upload the backup file,click[Browse...] to select a previously saved backup file and click [Upload] to confirm.

| Choose File | Mo file chosen

Restore the configurations from the old backup file.

To "Download","Restore” or "Delete” the backup file, please click the button in the selected row.

Number Name Size Datetime
1 20220919_04_46_07targz 1.4K 2022-09-19 04:46:07 Download | | Restore Delate
2 20220919_04_46_09 targz 1.4K 2022-09-19 04:46:09 Download | | Restore Delate

[CLI] Operation-> restore
AVS(operation-restore)#
(1 H

list - List out the current backup files
execute — Restore the device configuration from the backup file

.. — Navigate up one category
exit - Exit Command line interface

AVS(operation-restore)# list

Number | Name | Size | Datetime

1 | 20220914_18_04_11.tar.gz | 1.0K | 2022-09-14 18:04:11 |

2 | 20220922_23_27_52.tar.gz | 1.0K | 2022-09-22 23:27:52

AVS (operation-restore)# execute
Please specify the number of backup file you want to restore

AVS(operation-restore)# execute 1fj
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Diagnostic and troubleshooting

Checking the Status of the WaveTunnel connections

To check the status of the connections of WaveTunnel devices, there are several pages you can
visit to get the information. See the explanations in the following sections.

[WEB GUI] Tunnel Topology
Check the status of connections of your devices and how they are connected. Mouse hover to the

device or the link to see more information.

= ATTDElth O55% #E58% ES0s% [ & i

Wave Tunnel Natsory

You can check the upstream/downstream tunnel metrics from the “Monitoring-> Wave Tunnel”
page.
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[T S

— AFZUMG—-drawil? L3E% $45% Ho0sw% O ‘b'“' i

Upstream tunnel status Downstream tunnel status

Ry Power R Pawicr HA
R Average Signal to Noise PRx Average Signal to Moise HA
Ratio Ratio

R SNR over GiG4 2150 dE R SNR over GiE4 L
R Packet Error Rate (PER) 0,17 % Ry Packet Error Rate [PER) HA
Tx MCS 1z T MCS LEY
FRx MCS 1z Rx MCS )
Tx Baam Index 33 Tx Baam Indax Mia
Fx Beam Index a4 Rx Beam Index A
Modem Temperatura G2 Modem Temparature

Radlo Temperature 81 Radio Temperature 70

B wave tunnal traffic

Port Name Eytes Eytes Packats Packets Error Error Drop Drop
Sent Received Sent Received In out In out

Upstrearn Turnel 40B.3M 4,991,836 4,008,107 a 0 bl 0

Cownstream 008 el o il 0 0 o 85614

Tunnel

Arvire Scientific, INC. © 2022

You can also check the realtime traffic widgets on the Dashboard to see the traffic/bandwidth of
your wave tunnel connections.

L0 @#aen Eos% O ‘o.'dl i

L Aggragaticn

Lust x sinsarnds

Dowrstream Trathic

g 5 & £ £ B o B T B =

Laet ¢ aaciarnde

Upstream Tratic
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[Mobile App]
Click the button to check the WaveTunnel connection status in the Topology Screen

=  Settings

Wave tunnel settings

© 00

Node Upstream Downstream
Wave Tunnel Network

Ethernet Port settings

O 06060

Management Ports Mirroring

o

Device settings

© 0 6

General Syslog

o ]
Settings
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From Dashboard, you can check the real time traffic/bandwidth passing through the WaveTunnel
connections.

iPhone 14 Pro

Metrics

il Downstream Tunnel

S d8

Check the upstream connection metrics
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™ iPhone 14 Pro

Upstream tunnel status

Rx Power -30.00 dBm

Rx Average SNR 26.756 dB

Rx SNR over Gi64  18.76 dB

Rx PER 9.63 %

T« MCS

Rx MCS

Tx Beam Index 28

Rx Beam Index 25

Modem Temperature 51 °C

Radio Temperature 63 °C

Check the downstream connection metrics
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™ iPhone 14 Pro

Downstream tunnel status

Rx Power -33.560 dBm

Rx Average SNR 19.75 dB

Rx SNR over Gi64  19.50 dB

Rx PER 0.68 %

T« MCS 4

Rx MCS

Tx Beam Index 34

Rx Beam Index 26

Modem Temperature 51 °C

Radio Temperature &1°C

[CLI]
show wavetunnel stats

show wavetunnel upstatus
show wavetunnel downstatus
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oee ssh admin@10.16.113.10 ML

AVS# show w

Incomplete Command: show wavetunnel

Help:

Ping Test

You can run a “Ping” test to check if the traffic can be sent to the destination.

[WEB GUI]
System > Operations > Diagnostic > Ping
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= A7FM04--ront C10% f586% E14% O 80”.:_ ;
Device troubleshooting tools
[ Ping Traceroute Traffic test
IPComain -~ 2288
nama
bytes of data.
20=1 L=116 time:
8.8.8.8 ping st;
5 pac! acket loss, time 4005ms
rit 943/8.538/0.358 ms
ploviue Sclentiic INe_@ 2029

[CLI]

deviceinfo — Show the device general information
enable — Enter 'enable' for enable mode;'enable password' to change the password
ping - Ping destination ip. Ex: ping 8.8.8.8
traceroute — Trace route to destination ip. Ex: traceroute 8.8.8.8
-- Navigate up one category
Exit Command line interface

AVS> ping B.8.8.
.8.8 (8.
from 8.

56(84) bytes of data.
! icmp_seg=1 tt1=116 time=8.34

s from 8.
from 8.
from 8.

icmp_seg=4 ttl=116 time=7.75
icmp_seg=5 ttl=116 time=7.76

8
8
8.8.
: from 8.8 icmp_seq=2 ttl=116 tim .49
8 3 ’
8
8

=== B.8.8.8 ping statistics

5 packets transmitted, 5 received, @% packet loss, time 4887ms
rtt min/avg/max/mdev = 7.489/7.827/8.348/8.278 ms

avs> 1
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Traceroute Test

You can run a “Traceroute” test to check how the packets are routed to the destination.
[WEB GUI]

[CLI]

deviceinfo - Show the device general information
enable - Enter 'enable' for enable mode;'enable password' to change the password
ping - Ping destination ip. Ex: ping 8.8.8.8

traceroute — Trace route to destination ip. Ex: traceroute 8.8.8.8
. — Navigate up one category
exit - Exit Command line interface

AVS> traceroute www.google.com

traceroute to www.google.com (142.251.32.228), 64 hops max
10.16.113.1 1.2@86ms ©.398ms 0.463ms
192,168.1.254 1.831ms 1.053ms 0.425ms
104.7.64.1 3.482ms 2.225ms 1.821ms
71.148.149.226 5.486ms 3.389ms 3.741ms
12.242.185.118 12.346ms 7.384ms 7.81lms
* % X
32.130.26.233 6.104ms 4.197ms 3.875ms
12.255.18.242 B.458ms 6.320ms ©.860ms
* % %
108.170.242.241 9.389ms 7.320ms 7.902ms
108.170.242.237 9.916ms 7.741lms 7.912ms
72.14,237.1680 B.486ms * 9.704ms
142.250.237.174 15.328ms 13.226ms 16.866ms
142.250.238.28 23.667ms 22.088ms 21.896ms
142.250.208.140 47.549ms 46.258ms 45.829ms
108.170.231.6 48.558ms 46.116ms 47.112ms
108.170.228.85 4B.23Zms 45.126ms 44.950ms
108.170.2408.193 46.362ms 44.206ms 44.952ms
142.251.608.135 46.586ms 44.876ms 43.829ms
142.251.32.228 47.331ms 46.357ms 45.840ms

Traffic Test

There is an internal tool in the WaveTunnel we can use to generate the traffic on the WaveTunnel
connections.

[WEB GUI]
System > Operations > Diagnostic > Traffic Test

Specify the criteria and traffic direction before generating the traffic and monitor the result on the
widgets.
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Device roublesheating ook

Bing Tracaroute Traffic test

Weve Tunnel Traffic Tast

Cannection

© upstream (. downstresm

Diraction

[« 5 T Tlkx

Duration

© 3 minutes 5 minutes 10 mirtes

Start Tunnel Traffic Stop Tunnel Trathe

Upstream traffic status

wbps

Dewnstream traffle status

Lust s seonds
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[Mobile App]
Monitoring > Link Traffic

Specify the criteria before generating the traffic and monitor the result on the widgets.

10:24 T -

< Wave Tunnel Traffic Test

Cannection

Upstream (8 Downstream (O

Direction

RX ® Tx O ryTx O

Duratian

3mins ® Sminis O 10minis O

Start Traffic Stop Traffic
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Mirroring the Ethernet Port traffic

For the troubleshooting purposes, this function provides the capability to mirror the packets on a
specific port to another port in the local or neighboring device. To be aware, the settings are not
persisted which are cleaned up after system reboot.

[WEB GUI]
System > Operations > Port Mirroring

Local Port Mirroring

Operations-> Port Mirroring-> Local

P00 --drewd2 -
= A70018--drewl2 Ou0% #47% Eos% O ‘o:::lmir
Port Miraring Settings Fetrash
Local Mirraoring Remote Mirraring
Status Dizable
Capture Port L)
Mirror Port MiA

Capture Port

Fort 1

Aurine Scientific, INC, @ 2022
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Remote Port Mirroring

Operations-> Port Mirroring-> Remote

= 47210019 --drewd2 - ~ Cos% Walre Hosw O a? aclmin

Port Mirroring Settings | Refresh |
Lacal Mirroring Remate Mirroring
Status Disatile
Send Node (R
Capture Part Mt
Receive Node R
Mirror Port [R5

Sender Mode

drewl
Plaasa salect the sender made
Capture Part

Port 1

Aeceiver Node

o] v

Mirror Port

Paort 4

Please select the mi

Disable
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[Mobile App]

Settings > Mirroring > Local Mirroring

™ iPhone 14 Pro

10:17 = -

Port Mirroring Settings

2

Local Mirror

root

Status Disable
Capture Port M/A

Mirror Port MNJA
Capture Port
Port1

Mirror Port
Port 2 =
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Settings > Mirroring > Remote Mirroring

™ iPhone 14 Pro

10:18

Port Mirroring Settings

&>

Remaote Mirror

Status Disable
Send Node M/A
Capture Port MNJA
Receive Node MNJA

Mirror Port NJA
Send Node Capture Port
root - Port 1

Receive Node Mirror Port
fourth ~ Port 4 v

[CLI]

AVS(operation-mirror-local)#
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alles
disable - Disable the local port mirroring
. — Mavigate up one category
exit — Exit Command line interface

AVS(operation-mirror-1
AVS{operation-mirror=1
Help:
list - Show the local port mirroring settings
enable — Enable the local port mirroring
disable Disable the local port mirroring
. Navigate up one category
exit - Exit Command line interface

AVS{operation-mirror-locall# enable

Which port for captureing packets?
1 (Port 1) 2 (Port 2} 2 (Port 3) 4 (Port 4) [@ to exit]l

Which port for mirroring packets?
1 (Part 1) 2 (Port 2} 3 (Port 3) 4 (Port 4) [@ to exitl4

The local port mirroring has been enabled

Local Port Mirrorin
Status: Enabled

: Capture Port Mirror Port

| Port 1 Port 4

AVS(operation-mirror-local)# |

L]
AVS{operation-mirror-locall#
Help:
list - Show the local port mirroring settings
enable — Enable the local port mirroring
disable - Disable the local port mirroring

Navigate up one category
Exit Command line interface

AVS{operation-mirror-locall# list

Local Port Mirrorii
Status: Enabled
Capture Port Mirror Port

Port 2

The local port mirroring has been disable

Local Port Mirroring:
Status: Disable

Capture Port Mirror Port

N/A N/A

Avs(operation-mirror-local)# i

USER MANUAL AND CONFIGURATION GUIDE
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AVS(operation-mirror-remote)#

tion-mirror

Show the remote port mirroring settings
Enable the remote port mirroring
Disable the remote port mirroring
e up one ¢ ry
Ex ommand line interface
AVS(operation-mirror-remote)# enable

Which node for captureing packets?
1 (root) 2 (second) 3 (third) 4 (fourth) 5 (fifth) 6 (sixth) [® to exit]l

Which port for captureing packets?
1 (Port 1) 2 (Port 2) 3 (Port 3) 4 (Port 4) [@ to exit]l

Which node for mirroring packets?
1 (root) 2 (second) 3 (third) 4 (fourth) 5 (fifth) 6 (sixth) [@ to exit]3

Which port for mirroring packets?
1 (Port 1) 2 (Port 2) 3 (Port 3) 4 (Port 4) [@ to exit]3

The remote port mirroring has been enabled

Remote Port Mirroring:
Status: Enabled

Send Node Capture Port Recv Node Mirror Port

root Port 1 third Port 3

AVS (operation-mirror-remote)# [
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L]
AVS(operation-mirror-remote)#

Help:
list - Show the remote port mirroring settings
enable - Enable the remote port mirroring
disable - Disable the remote port mirroring
.. — Navigate up one category
exit - Exit Command line interface

AVS(operation-mirror-remote)# list

Remote Port Mirroring:
Status: Enabled

Send Node Capture Port Recv Node Mirror Port

root Port 1 third Port 3
AVS(operation-mirror-remote)# disable
Disable the remote port mirroring? (y/n): y

The remote port mirroring has been disable

Remote Port Mirroring:
Status: Disable

| Send Mode | Capture Port | Recv Node | Mirror Port

N/A N/A N/A N/A

AVS(operation-mirror-remote)# [

Download the Support Logs

You can download the support logs from this page and send it to Airvine support for further
investigations.

[WEB GUI]
System > Operations > System Operation > Download Logs

Download Logs

Click to download the support logs from this device
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Applications
Desktop

Downloads i Downloads

" iCloud Drive
[y Documents
=] Desktop
— Shared

Google Drive

Network

® Orange

@ Purple New Folder
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Appendix 1

Event/Alarm Code Definition

{
"101™{
"description": "

update configuration successfully",
"type": "Admin",

"severity": "Info",
"notification": "False",

"category": "Configuration”

b
"102": {
"description": "

update configuration failed",
"type": "Admin",

"severity": "Error",
"notification": "True",

"category": "Configuration"

2

"103" {
"description": "country code changed"”,
"type": "Admin",

"severity": "Warning",

"notification": "False",

"category": "Configuration”

2
"104": {

"description": "timezone changed",
"type": "Admin",

"severity": "Warning",
"notification": "False",
"category": "Configuration”

b
"105" {
"description": "user added",
"type": "Admin",
"severity": "Info",
"notification": "False",

"category": "User"
12
"106": {
"description": "user deleted",
"type": "Admin",
"severity": "Info",
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"notification": "False",
"category": "User"

2

"107": {
"description": "configuration backup",
"type": "Admin",

"severity": "Info",

"notification": "False",

"category": "Configuration"

3
"108": {
"description": "

configuration restored successfully",
"type": "Admin",

"severity": "Warning",
"notification": "False",
"category": "Configuration"

|3
"109": {
"description™: "

configuration restored failed",
"type": "Admin",

"severity": "Error",
"notification": "True",

"category": "Configuration”

2
"110": {

"type": "Admin",

USER MANUAL AND CONFIGURATION GUIDE

"description": "Device support log files have been downloaded",

"severity": "Info",
"notification": "False",
"category": "System"

12
"111": {
"description": "firmware upgraded successfully ",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2
"112": {
"description": "firmware upgraded failed",
"type": "Admin",
"severity": "Error",
"notification": "True",

"category": "System"
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"113": {

USER MANUAL AND CONFIGURATION GUIDE

"description": "firmware image corrupted",
"type": "Admin",

"severity": "Error",
"notification": "True",

"category": "System"
}

"114": {
"description": "Configuration rollback",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "Configuration”

2
"115™{
"description": "Change primary firmware blank",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2
"116": {
"description": "Change primary firmware blank failed",
"type": "Admin",
"severity": "Critical",
"notification": "True",
"category": "System"

13
"17"{
"description": "Download the firmware image from server",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

b
"118": {

"description": "Download the firmware image from server failed",
"type": "Admin",

"severity": "Warning",

"notification": "False",

"category": "System"
}

"119" {

"description": "Delete the firmware image file from the device",
"type": "Admin",
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"severity": "Info",
"notification": "False",

"category": "System"
|3
"120": {

"description": "Download the backup file",
"type": "Admin",

"severity": "Info",
"notification": "False",
"category": "System"

12
"121": {
"description": "Delete the backup file",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "System"

b
"122": {
"description": "Set DHCP [P failed",
"type": "Admin",
"severity": "Critical",
"notification": "True",
"category": "System"

13
"201": {

"description": "high CPU usage",
"type": "Device",

"severity": "Critical",
"notification": "False",
"category": "System"

12
"202": {
"description": "high memory usage",
"type": "Device",
"severity": "Critical",
"notification": "False",
"category": "System"

2

"203": {
"description": "insufficient disk space",
"type": "Device",

"severity": "Critical",

"notification": "True",

"category": "System"
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2
"204": {"description": "PoE priority changed",
"type": "Device",
"severity": "Info",
"notification": False,
"category": "System"
2
"205": {"description": "Failed to change PoE priority",
"type":"Device",
"severity": "Critical",
"notification": True, "category":
"System"
12
"301":
{
"description": "upstream tunnel disconnected",
"type": "Device",
"severity": "Critical",
"notification": "True",
"category": "System"
13
"302":
{
"description": "downstream tunnel disconnected",
"type": "Device",
"severity": "Critical",
"notification": "True",
"category": "System"
2
"303":
{
"description"; "weak upstream tunnel signal",
"type": "Device",
"severity": "Warning",
"notification": "False",
"category": "System"
2
"304":
{
"description"; "weak downstream tunnel signal”,
"type": "Device",
"severity": "Warning",
"notification": "False",
"category": "System"

}
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"305": {

"description": "upstream tunnel connected",
"type": "Device",

"severity": "Info",

"notification": "False",

"category": "System"

2
"306": {

"description": "downstream tunnel connected",
"type": "Device",

"severity": "Info",

"notification": "False",
"category": "System"

2

"307": {

"description": "The WaveTunnel inteface is not responding",
"type": "Device",

"severity": "Critical",

"notification": False,
"category": "System"
|3
"401": {

"description": "new wifi client",
"type": "Device",

"severity": "Info",
"notification": "False",
"category": "User"

3

"402": {
"description": "management SSID disable",

"type": "Admin",

"severity": "Warning",

"notification": "False",

"category": "Configuration”
h
"501": {
"description": "device reboot",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"
2
"502": {
"description": "device critical reboot"
"type": "Device",
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"severity": "Warning",
"notification": "False",
"category": "System"

2

"601": {
"description": "user login success",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2

"602": {
"description": "use login failed",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "System"

b

"603": {
"description": "user logout",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2

"604": {
"description": "Add User",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2

"605": {
"description": "Delete User",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"
}

Y

"606": {

"description": "User authentication method changed to Radius",

"type": "Admin",

"severity": "Info",

"notification": False,
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"category": "System"
2
"607": {

"description": "User authentication method changed to local",
"type": "Admin",

"severity": "Info",

"notification": False,

"category": "System"

2

"608": {

"description": "Failed to change the user authentication method",
"type": "Admin",

"severity":

"Critical", "notification":True,

"category": "System"

2

"609": {

"description": "The user authentication method is not changed.Skip."
"type": "Admin",

"severity": "Info",

"notification": False,

"category": "System"},

’
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